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1 Introduction

1.1 Calling All Influencers

Visitors to the US Capitol building in Washington, DC, on March 22, 2023,

were greeted by a curious scene. A group of demonstrators chanted slogans,

bore placards, and spoke to a group of reporters gathered at the scene. But their

immaculate hairstyles, expensive watches, and luxury sunglasses betrayed that

these were not campaigners against war or racial injustice. They were social

media influencers, and their demand was to ‘Keep TikTok’. They hoped to

influence congressional representatives as they debated the fate of the short

video app.

Inside Congress, lawmakers grilled TikTok’s US CEO, Shou Zi Chew, on the

company’s handling of US citizens’ data, the nature of its relationship with its

Chinese parent company ByteDance, and its purported links to the Chinese

Communist Party (CCP). The demonstrators outside were unable to influence

the mood on Capitol Hill. Evidently unsatisfied with Mr. Chew’s answers, in

March 2024, the Senate passed a bill forcing ByteDance to sell its stake in TikTok

or face a ban on operating in the United States. The ‘TikTok Bill’ (Protecting

Americans from Foreign Adversary Controlled Applications Act, PAFACA) will

help ensure that the US digital media ecosystem remains under firm control of

domestic firms like Meta (Facebook), X (formerly Twitter), and Google.1

These events are illuminating for three reasons. First, they highlight how

growing concerns about the social power of digital media platforms – including

their data collection and sharing practices, and the impacts of their algorithms

on public life – are increasingly driving oversight and policymaking efforts.

Second, they represent the US government’s political response to TikTok,

which is the first major Chinese digital platform to succeed in the US market

(since followed by retail platform apps such as Shein and Temu). The case

suggests the United States is willing to use the full spectrum of its policy toolkit

to inhibit Chinese platforms from gaining market share in the United States, and

to protect the dominance of its digital platform firms against Chinese competi-

tors. Third, they demonstrate that platforms have become increasingly central to

the broader US-China geopolitical rivalry, a competition which is increasingly

reshaping world politics and the economy.

How did apparently innocuous internet platform companies like TikTok,

Meta, and Google – known principally for their banal functionalities like

1 At the time of writing, President Trump appears to have secured a deal, where ByteDance will sell
TikTok to a consortium of investors apparently led by Oracle’s Larry Ellison. Bytedance will
retain a minority stake in the new firm, to which it will license its algorithm. Oracle will store user
data within the US and control how the TikTok algorithm operates.
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short video content and search optimization algorithms – become entangled

with the logic of a global geopolitical conflict? As we show in the following

pages, platforms increasingly provide the infrastructure undergirding the

world’s social and economic networks. Not only do they facilitate and inter-

mediate the countless exchanges that comprise much of daily life, but they

increasingly hold the power to (re)shape how, and even to decide if, these

interactions take place. This infrastructural role affords them tremendous

power, because they write the rules – both metaphorically and literally, in

devising their ‘terms of service’ – by which other social and economic agents

interact. If ‘code is law’, as Lawrence Lessig (2000) once wrote, then platforms

represent planetary-scale judiciaries. What is more, platforms’ infrastructural

power – manifest in their vast capital, compute, and data resources – is placing

them at the centre of the global race to develop and commercialize artificial

intelligence (AI) (Nitzberg and Zysman, 2022; van der Vlist et al., 2024).

This steady accumulation of power by platform firms has not gone unnoticed

in the corridors of political power. But, as we aim to demonstrate, the response

to growing platform power from politicians has not been entirely hostile. In

addition to curtailing some of the powers their domestic platform firms wield at

home, governments in Washington, Beijing, and elsewhere have concurrently

sought to bolster the global standing of their largest platform firms abroad. In

this way, states are beginning to recognize the large potential for multiplying

their power which can derive from harnessing platform infrastructure for public

ends. And although platform firms are often hostile to new regulatory initiatives

and regimes, they have increasingly partnered with states because of the

economic and regulatory advantages that this affords.

1.2 Conflict and State Capitalism

Digital platforms did not arise in a vacuum. Their rise to become global

economic powerhouses was propelled by the rules and institutions that under-

pinned neoliberal globalization in the 1990s and 2000s. The basic principle of

US power after the Cold War was to open the world’s markets ever more deeply

to free flows of investment, trade, and information. With the ‘Washington

Consensus’, US policymakers pushed states towards ever-greater marketiza-

tion, dismantling the edifice of post-war statism, and empowering global insti-

tutions such as the WTO to invigilate these new rules. The United States

privatized the networking infrastructure which had emerged through its efforts

to interconnect local networks under the auspices of D/ARPA, while encour-

aging (through consent and coercion) third countries to follow suit (Tarnoff,

2022). The newUS internet firms which emerged consolidated market power by
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amalgamating the hitherto local networks built up within the United States into

a national ‘internet’. But they also spread rapidly across borders and markets,

protected by a global IP regime and encouraged by the liberal prescriptions for

the world to pursue development and growth through networked integration

(embodied by the WTO’s 1997 Basic Telecommunications Agreement).

Neoliberal globalization was underpinned by optimistic narrative of liberal

peace underpinned by economic integration. In this ‘flat’ world, developing

countries would supposedly be unencumbered by the demands of great powers

or threatening neighbours. In exchange for opening their markets to firms from

the developed countries, they could leverage their distinctive advantages to

achieve growth and prosperity. Transnational economic integration instantiated

a ‘partial shift of some components of state sovereignty to other institutions’

such as multinational corporations and international organizations (Sassen,

1996, 146).

However, neoliberalism did not simply erode state power (Comunello and

Mulargia, 2023). Rather, some states and some firms gained considerable

influence and control over the strategic flows and nodes that underpinned global

networks, even as others saw their power wane. So even while economies

became increasingly interdependent through radical increases in flows of

goods, trade, and investment, power relations remained profoundly asymmetric.

Critically, the United States was able to maintain its handle on many (if not all)

of the key ‘chokepoints’ within transnational networks.

Much of this new architecture of networked power remained hidden from view

until conflicts over networks burst into the open during the first Trump presidency

(Farrell and Newman, 2023). Trump’s first administration made clear that great

power competition had not been superseded by globalization. Since he launched

his ‘trade war’ on China early during his first term, the United States and China

have become locked in an increasingly intense and all-encompassing rivalry

increasingly analogous to the Cold War (Schindler et al., 2024). But in contrast

to the Cold War, which produced a world divided economically into largely

isolated territorial blocs, contemporary geopolitical rivalry is unfolding in the

networked world that globalization built (Schindler and Rolf, 2024). Rather than

a great unravelling of globalized networks, events since 2016 have driven states to

radically expand their definitions of national security to include the ability to

secure supply chains, access internationally integrated financial systems, and

develop new technologies in innovation networks (Drezner, 2024). This expan-

sive definition of national security – while it has encouraged states to make ever-

deeper interventions to securitize their economies – has not yet undermined

globalization in aggregate (Babić et al., 2022).
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The state capitalist tools to which states have turned in pursuit of security

and/ or geoeconomic leverage have deeper roots in the decades-long down-

ward trend in global economic growth. The aforementioned neoliberal market

reforms which drove globalization were supposed to allocate resources more

efficiently and revive economic dynamism, but the results were underwhelm-

ing. The 2008 global financial prompted dramatic and long-lasting fiscal and

monetary interventions to stabilize their economies and maintain liquidity.

The quantitative easing undertaken by the US Treasury, combined with

China’s stimulus spending, came to represent more of a new paradigm than

stopgap measures. State-owned enterprises have experienced a comeback as

states sought to pursue strategic investment programmes (IMF, 2020), and

well-endowed sovereign wealth funds have purchased large stakes in leading

private firms. Large-scale infrastructure investment also made a revival

(Schindler and Kanai, 2021), in part as a way of mopping up surplus capital,

while the complex central bank financial engineering required to prop up stock

markets in 2008 never went away – resulting in perennial asset price inflation

(Adkins et al., 2020). The economic and financial crises driven by the COVID-

19 pandemic simply deepened these interventionist trends in both countries

and beyond (van Apeldoorn and de Graaff, 2022).

Taken together these trends have been labelled as a ‘new’ form of state

capitalism (Musacchio et al., 2015; Alami and Dixon, 2020b), most notable

for the way in which it goes far beyond simple state-ownership to encompass

a variety of novel interventionist strategies. And state capitalism has become

wrapped up with geopolitical competition, as states vie to secure their econ-

omies against rivals through ever greater and deeper interventions (Alami et al.,

2025). The emergent result is the rise of an increasingly multipolar world order,

both increasingly geopolitically-fragmented while nevertheless marked by

‘deep’ forms of international economic integration both inside and between

blocs (Lewin, 2024; Mezzadra and Neilson, 2024; Wijaya and Jayasuriya,

2024). State capitalist practices and their geopolitical corollaries have begun

to remake the platform economy in dramatic new ways.

1.3 Platforms in the Ascendancy

State capitalism wasn’t the only major development to grow out of the 2008

global financial crisis. In the years of stagnation which followed, investment

capital flooded en masse into the US tech sector. This fuelled an unprecedented

investment boom, as start-ups sought to ‘hyperscale’ their way to market

dominance by leveraging freely flowing venture capital (Klinge et al., 2023;

Varoufakis, 2024).
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Big tech and the proliferating platform business model represented the best

venue for capital seeking out returns in a broader environment of stagnation

(Rikap and Lundvall, 2021). Rather than competing in oversaturated markets

for particular product lines, platforms compete with one another to intermediate

social and economic exchanges between users at scale (Srnicek, 2017). For

platform firms, securing first-mover advantage is a matter of survival because

they operate in ‘winner-take-most’ markets (Brynjolfsson and McAfee (2014).

Success often means establishing a ‘digital ecosystem’ that serves as a ‘market

maker’ insofar as users are locked in, network effects take hold, and rival

platforms struggle to attract users or complementors (Gawer, 2022). After the

2008 crisis, the abundance of cheap capital combined with rock-bottom interest

rates allowed platform firms to expand at breakneck speed. Profits became

virtually passé as platforms focused on ‘growth at all costs’ – and often at

exorbitant cost to investors. Capital was ploughed into (making or buying)

innovations in software, but also very tangible assets such as data centres and

network infrastructure. While they were slow to come, the gains being chased

were real for those platforms that could establish a dominant position. After

years of losses, Silicon Valley giants like Facebook, Google, and Amazon

generated $90 bn in profits in the pandemic year of 2020 (Tarnoff, 2022).

As platform firms have proliferated, they have come to intermediate an ever

greater quantity of routine social and economic interactions. The burgeoning

‘platformization’ of everyday life means ordering food, hailing a cab, messa-

ging a friend, or paying for goods is increasingly difficult – if not impossible –

without the exchange being intermediated by one (or many) US technology

firms. It is not just consumers who cannot avoid the platform giants. Global

businesses and governments too have come to depend upon the data centres,

software, networking equipment, and financial technologies owned and oper-

ated by platform giants to conduct their everyday business. Platforms have

consequently become the critical infrastructure upon which other sectors of the

economy and society rely for their everyday functioning. The newfound powers

of such ‘private infrastructure’ providers have led to growing concern for state

sovereignty and capacity (Rahman, 2018). Some have argued that their power

has grown so large that they have suspended the rule of capitalism altogether

(Varoufakis, 2024).

But despite what seems to be their growing global dominance, US tech giants

do face mounting competition. The threat of regulation by foreign govern-

ments – so far held largely at bay by Washington – looms large (Bradford,

2023). But more strikingly, they confront mounting commercial competition

from the country which contains their only serious rivals: China. Beijing

inhibited the operations of Silicon Valley tech giants in China throughout the
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2000s. As they amassed nearly unassailable market positions in many countries,

they largely struggled to gain a foothold in China. This left space for domestic

Chinese firms to grow and innovate. Although still considerably smaller in scale

and value, today, China’s platform giants are increasingly venturing overseas

and competing directly with their US rivals. In some market sectors Chinese

platforms like Huawei, Tiktok, Shein, Alibaba, and ZTE can win. Huawei has

no US rival in the field of 5/6 G networking and is mounting a real challenge to

US opponents in the chip and AI sector, while Chinese media platform TikTok

is stealing a march on American rivals across large parts of the world. Alibaba

and Tencent are increasingly important players in cloud computing, while these

and other firms offer a growing range of vital services to global markets such as

e-government technologies, smart cities, health tech, and AI.

US institutions have voiced mounting alarm at the rapid growth of Chinese

platform firms. For instance, China’s Belt and Road Initiative has facilitated the

expansion of China’s global port investments. Chinese-owned ports typically

deploy a logistics management platform called LOGINK that intermediates

relations among shippers, receivers, port operators, and regulators. By integrat-

ing and sharing shipping data amongst these users, LOGINK provides essential

functions that underpin global trade. It also writes the rules by which its users

interact, which affords it significant power in trade and production networks.

The US government interprets integration of this digital software with port

infrastructure as a threat because ‘China’s government may use insights gleaned

from LOGINK to expand and more precisely target its use of economic coer-

cion. Data aggregated through the platform may enable China to block or

disrupt trade flows’ to its enemies’ (USCC Staff, 2022). Importantly, the US

government does not allege that China has actually done any of these things, but

it fears widespread use of the LOGINK platform gives Beijing a strategic

network position that has the potential to be weaponized.

1.4 An Emergent Global Regime of Competition

As the LOGINK example indicates, platforms do far more than intermediate

relations among buyers and sellers. They also regulate and govern interactions

between third parties, and extract an extraordinary amount of valuable data in

the process. This expansive power to govern through code has led many

commentators to understand large platform firms as alternative power centres

to nation-states. According to some, firms like Google are simply too expansive

and complex for states to regulate, while their rules and investment strategies

continue to disrupt and reshape growing swathes of the real economy (Gu,

2023).
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This points to an apparent tension between the emergence of a new state

capitalism and the platformization of the global economy. On the one hand,

states are reasserting their role as regulators and direct economic actors world-

wide. But on the other hand, the world’s largest private platform corporations

exercise control over the digital infrastructure upon which states’ power – and

society at large – increasingly depends. By intermediating and governing

relations, platforms ‘enclose markets’ within their boundaries in ways which

appears to pose a threat to states’ political prerogative (Staab, 2024). Howmight

we reconcile this purported rise of a new state capitalism with the simultaneous

and unprecedented rise in private corporate power?

Our core contention is that far from representing a contradiction, a confluence

of interest between states and platforms has emerged. In the context of growing

geopolitical hostilities, the United States and China increasingly instrumenta-

lize platforms because their ability to enclose markets and exert regulatory

power afford novel opportunities to exercise power. Meanwhile, platform

firms’ ambition to expand their digital ecosystems and internationalize oper-

ations has become dependent upon states. Governments act as patrons that

shield platform firms from regulatory measures in foreign jurisdictions, provide

direct subsidies and other preferential forms of treatment, and are the source of

lucrative contracts which fund innovation and investment. This is not to deny

the tensions, sometimes significant, between digital platform firms and their

home states. Nevertheless, we contend that these conflicts are closer to foot-

notes than headlines in the story we present – states increasingly attempt to

secure the global power of ‘their’ digital platforms as a means to exercizing

extraterritorial forms of power, while platform firms welcome sustained support

from states to bolster and secure their international operations.

This symbiotic relationship between states and platform firms, in the context

of growing geopolitical rivalry, animates the emergence of a new kind of global

political economic competition. We introduce the concept of state platform

capitalism (SPC) to identify and theorize this novel and emergent regime of

competition: in which platform firms and states cooperate in their mutual

attempts to achieve control over – and weaponize if necessary – the hardware

and software that underpin exchanges within the global economy (Rolf and

Schindler, 2023).

Clearly, not all states are equal in this global rivalry. Indeed, the two global

centres of state platform capitalism today are the United States and China. This

Element is about how their drive to platformize the world’s data flows has

spilled over into a structure of global competition, with states and platform firms

playing distinct but complementary roles in this contest for supremacy. Platform

competition looks quite different from traditional capitalist competition – it
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encompasses conflicts between ecosystems rather than conflicts for market

share in particular product lines (Cennamo, 2021). Thus, state platform capit-

alist competition is fought out in ways and in spheres quite different from older

forms of market or geopolitical competition. Our purpose here is to identify how

SPC competition operates, and with what consequences.

This text is divided into two sections. The first section conceptualizes state

platform capitalism and charts its rise. After presenting a historically informed

theoretical framework in Section 1, Sections 2 and 3 examine, respectively, the

US and Chinese varieties of SPC. We explain how these national varieties of

SPC emerged, identify their key actors, and describe their organizational fea-

tures and dynamics. We demonstrate how in both cases varied forms of state-

firm interaction are increasingly oriented towards expanding the international

reach of platforms, while simultaneously bolstering the geostrategic objectives

of states. In this way, while acknowledging its distinct national manifestations,

we emphasize the systemic character of SPC – and especially how its ‘varieties’

are conditioned by their interaction and competition. The second section

explores how SPC animates distinctive forms of competition in a range of

fields. Section 4 explores its implications for battles over digital currencies,

while Section 5 reviews the competition to control future ‘smart cities’.

Section 6 narrates the competition to establish digital standards (both formal

and de facto), and Section 7 focuses on cybersecurity.We conclude by reflecting

on the implications of SPC for the future of digital connectivity and the global

political economy more generally.

Part I A New Paradigm

2 State Platform Capitalism: Theory and History

2.1 Introduction

Amidst the global health emergency and socio-economic turmoil unleashed by

the COVID-19 pandemic, observers could have been forgiven for missing

a conspicuous datapoint. In 2020, the ratio of US government federal spending

to GDP reached an all-time high, surpassing even that achieved at the height of

mobilization for total war in 1944–5 (IMF, 2024). The interventions required to

prop up economies during the pandemic lockdowns were not a complete aber-

ration; however. government spending across advanced economies has been on

a steady (though fluctuating) upward trajectory ever since the end of the Second

World War. The 2008 financial crisis and the COVID-19 pandemic simply

accelerated this trend. Along with the perpetually rising economic profile of

states, state capitalist practices and policy interventions have both made
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a dramatic return and evolved in new ways. From the expansion of sovereign

wealth funds and policy banks to proliferating industrial and technology pol-

icies, and full-blown economic nationalism, state interventions in the economy

have proliferated on a global scale (Alami and Dixon, 2024).

The re-emergence of state capitalism has coincided with an epochal shift in

the organization of capitalist firms: the rise of digital platform companies to the

commanding heights of the global economy. Tech firms’ boosters welcome

a ‘second machine age’ of ‘brilliant technologies’ which promise dramatic

increases in productivity and wealth (Brynjolfsson and McAfee, 2014).

Meanwhile critics argue that big tech amounts to extractive, parasitic organiza-

tions driving economies towards ‘techno-feudalism’, in which predatory tech

elites extract labour from digital serfs amidst economic stagnation (Durand,

2020; Varoufakis, 2024). Amidst this debate, there is broad consensus that

digital platform firms have increasingly come to exercise ‘state-like’ govern-

ance functions that erode the power of public authorities (Lehdonvirta, 2022;

Törnberg, 2023). As platforms continue to expand, governments are understood

to be waging a zero-sum ‘global battle to regulate technology’ – one which they

are commonly understood to be losing (Bradford, 2023).

State capitalism and platform capitalism, then, appear to represent deeply

contradictory trends. On one hand, states’ role as economic actors continues to

multiply and intensify. Yet on the other hand, states seem powerless to regulate

the largest platform firms such as Google, Amazon, and Alibaba. Which is it?

And which side will win out? We present an alternative view. We show how

contemporary state capitalist and platform capitalist practices – while initially

distinctive and relatively autonomous trends – share deep historical roots, were

both significantly driven by the global economic crises of 2008 and 2020, and

are mutually reinforcing rather than contradictory trends.

Our starting point is to claim that state capitalism and platform capitalism

should be conceived in the first instance as organizational and institutional

‘fixes’ to the structural problems encountered by global capitalism (Peck and

Tickell, 1994; Alami and Dixon, 2020a). The concept of a fix was first devel-

oped by Harvey (1981) in order to identify how capitalists and state managers

devise temporary solutions to the structural crisis tendencies that frequently

disrupt capitalist accumulation. They may engineer moves of money from

manufacturing into real estate and infrastructure or into underdeveloped regions

or economies (spatial fix), restructure businesses, outsource and offshore activ-

ities (organizational fix), or restructure policy environments to secure new

avenues for growth (institutional fix). However, rather than resolving crises,

fixes tend to defer, displace or redirect them. As such, fixes forestall crises, but
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they create novel contradictions that ultimately culminate in new crises: such is

the crisis-prone nature of capitalism.

This section first identifies how a rejuvenation of state capitalist practices was

significantly driven by the dynamics of a global economic slowdown in 2008,

before becoming imbricated with geopolitical competition. The urgency of

rescuing banking sectors and industrial producers both forced states to break

with (self-imposed) laissez-faire of the globalization years, but also revealed

what had always been true: that capitalist economies are underpinned by state

power. But state capitalist dynamics became increasingly (geo)politicized due

to the uneven and combined dynamics at play in the global political economy

(Alami and Dixon, 2021). As some states pursue these practices somewhat

successfully, others are driven to imitate and adapt to keep up. In this way,

policy instruments which emerged as crisis-management tools are becoming

deployed for geopolitical ends, with the effect of legitimating their use and

strengthening the aspirations of other states to exert control over their own

economies.

Next, we turn to the rise of digital capitalism and the platform business

model. Although digitalization has a long history, the rise of giant digital

platforms to pre-eminence in the global economy is equally tied up with the

crisis of 2008 (Srnicek, 2017). We map the evolution of platform business

strategies within this broader political economy context. Finally, we demon-

strate that rather than being fundamentally opposing trends, state capitalism

and platform capitalism are complementary, and increasingly dovetail with

one another. As governments embrace state capitalism in their attempts to

bolster national security, it is only logical that they seek to exploit the

tremendous governance capabilities and extraterritorial reach of platform

firms. Platforms, meanwhile, seek to bolster their international scale and

scope by obtaining state protection and patronage. The fusion of the distinct

but convergent logics of state and platform capitalism is, we claim, fuelling

a novel mode of competition between the United States and Chinese states and

their platform firms, which we elaborate in the remainder of the text. As with

all such ‘fixes’, however, dynamic contradictions and tensions are built-in to

this mode of competition – and how these manifest is the major focus of

the second part of the Element.

2.2 State Capitalism

State capitalism has a long history. The concept first was introduced with

reference to concentrated industrial trusts which were increasingly tied up

with the state, alongside emergent forms of national ownership, in late
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nineteenth-century Europe (Sperber, 2019). Since then, it has passed through

many permutations, being used (variously) to signify diverse organizational

systems: from the Soviet Union’s centralized planning apparatus and the

Keynesian policy frameworks of the advanced economies during the post-war

period, to the ‘illiberal’, state-directed and resource-based economies of con-

temporary Russia, Iran, and Venezuela (Kurlantzick, 2016).

In this Element, we seek conceptual clarity by drawing on advances made by

the literature on the ‘new state capitalism’ (Alami and Dixon, 2024). Much

writing broadly conceived of the neoliberal period as a ‘retreat of the state’ from

governing the economy (Konings, 2010). This conceptualization understood

economies to existent on a spectrum between ‘liberal’ and ‘coordinated’market

economies –with commentators treating those not fitting the ideal types as state

capitalist aberrations, limited to a handful of middle-income and developing

economies like Russia, Turkey, and China (e.g., Bremmer, 2009). Such work

ignored the considerable support (both financial and in terms of coordination)

states offered to their firms right through the neoliberal period (Alami and

Dixon, 2020b). It also offered a poor means by which to grasp how or why

a dramatic expansion of highly visible and direct statist interventions have

proliferated on a global scale – across virtually all varieties of capitalist

economy.

By contrast, following Alami and Dixon (2024), we conceptualize state

capitalism not as an ideal type or a variety of capitalism, but as a set of processes

and relationships by which states seek to actively support the process of capital

accumulation. Understood in this way, state capitalism is conceived as

a perennial feature of real capitalist economies – but also that as a set of

practices, it is potentially subject to transformation, evolution, and increases

(or decreases) in scale and scope over time. There is indeed both continuity and

innovation in contemporary state capitalist practices (Musacchio et al., 2015).

They range from what Alami and Dixon (2021, 765) identify as ‘state-capital

hybrids’ like sovereign wealth firms, state-owned (or backed) firms and policy

banks; to the ‘muscular statism’ of industrial and innovation policies, capital

controls, and development and planning strategies. And while many interven-

tions are underpinned by economic nationalism, the new state capitalism is

simultaneously transnational in character. Far from acting in ways which

fragment the globalized economy, sovereign wealth funds (SWFs) and state-

owned enterprises (SOEs) are major drivers of transnational economic integra-

tion as they pursue expansive overseas investments (Babić et al., 2022).
Understood in this way, it is clear that state capitalist practices have dramat-

ically increased in both scale and scope over the past decade and a half. What

drove the emergence of the new state capitalism? The global financial crisis of
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2008 punctured deep-seated assumptions about the smooth evolution of neo-

liberal globalization. It generated far-reaching changes in the structures and

dynamics of the world economy, most notably inaugurating a period of secular

stagnation in growth and productivity. While these trends predate 2008

(Brenner, 2006), both were considerably worsened by the economic crisis and

its aftermath. The economic turmoil initiated by lockdowns during the

COVID-19 pandemic also simply served to accelerate these long-standing

economic trends as states struggled to contain the economic fallout (van

Apeldoorn and de Graaff, 2022). It was fundamentally the deepening of eco-

nomic stagnation, punctuated by the economic crises of 2008 and 2020, which

drove states to intervene in their economies in ever more intensive ways to

support growth.

The effect of rising state capitalist interventions was often to stabilize or even

boost growth for its practitioner economies. But at the same time, state capitalist

practices have inevitably served to fragment the global economy. The IMF has

warned of rising ‘geoeconomic fragmentation’ as states seek to exert control over

their economies (Gopinath, 2024). International business scholars have identified

how state capitalist practices have solidified the emergence of poles of political-

economic power characterized by increasingly distinct regional market struc-

tures, supply opportunities, regulatory systems, and risk environments (Luo and

Van Assche, 2023; Lewin, 2024; Luo and Tung, 2025). At the same time, states

seek to exert greater control over global value chains which extend far beyond

their national or regional territories, driving ongoing integration and tension

between economic poles (Schindler and Rolf, 2024). These new state capitalist

practices are the source of considerable geopolitical tensions, as they threaten to

disrupt the relatively unified and open global economy which was forged during

the neoliberal period (Alami et al., 2025). Indeed, statecraft is increasingly geared

towards securing the conditions for long-term economic security and competi-

tiveness, industrial and technological leadership, and resilience of critical supply

chains and production networks (Weiss and Thurbon, 2020; Weiss, 2021). In this

way, contemporary statist economic practices can be seen simultaneously as

responses to and drivers of geopolitical tension.

Despite proliferating regional conflicts, the US-China rivalry represents the

key geopolitical driver of this resurgence in state capitalist practices. Since the

rapprochement between China and the United States during the later stages of

the Cold War, US policy towards China remained largely consistent for three

decades. Its principal focus was on pushing China to open its markets and

financial sector to US and global investors, in exchange for receiving access to

US markets and facilitating its entry into the global economy (especially via

joining the WTO) (Rolf, 2021; Hung, 2022). Despite acceding to the WTO in
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2001, China implemented neoliberal reforms only selectively, trimming but

never dismantling its powerful state sector. At the same time, Beijing ramped up

its spending on military capabilities in line with growth, as military spending

became a key part of China’s broader innovation ecosystem (Cheung, 2022).

Pockets of support for pursuing more hardline neoliberal reform were fatally

undermined by the global financial crisis of 2008, in the aftermath of which

officials doubled down on ‘state capitalist’ practices. These included large-scale

stimulus packages concentrating on infrastructure building, the launching of an

expansive and expensive industrial policy in 2015 called Made in China 2025

(Naughton and Tsai, 2015), and subsequently ploughing unprecedented quan-

tities of funding towards strategic private sector fields like ICT and green

technology (Naughton, 2020b).

The United States enacted a major foreign policy ‘pivot to Asia’ in 2011,

explained at the time by US foreign policy elites as a response to China’s

mooted ‘new assertiveness’ (Shambaugh, 2020). In addition to re-asserting

power in the Asia Pacific after a decade of war in the Middle East, this pivot

was driven by a desire to prevent China from becoming a new centre of

political-economic gravity in the global system (Turner and Parmar, 2020).

Critically, the United States developed a Trans-Pacific Partnership (TPP) agree-

ment, designed to freeze China out of regional trade and technology networks,

though the agreement ultimately floundered during 2016 (Ravenhill, 2017).

The US pivot and TPP sat uneasily alongside the Obama administration’s

purported commitment to a ‘liberal peace’ power politics, and to ongoing engage-

ment with China (Harris and Trubowitz, 2021). The Trump administration, by

contrast, abandoned this long-standing ‘Open Door’ geopolitics (van Apeldoorn

et al., 2023) in favour of a bluntly mercantilist trade policy. Initially, the objective

was to reduce the US trade deficit with China by imposing a series of tariffs, but

themission quickly expanded to include targetingChina’s leading high-tech firms

such as Huawei and ZTE. This profound and long-standing foreign policy shift

was outlined in the 2017 US National Security Strategy. Not only did it identify

China (alongside Russia) as the primary threat to national security (rather than

non-state terrorist groups), but it rejected the notion that they could become

partners through diplomatic engagement and economic integration:

These competitions require the United States to rethink the policies of the past
two decades – policies based on the assumption that engagement with rivals
and their inclusion in international institutions and global commerce would
turn them into benign actors and trustworthy partners. For the most part, this
premise turned out to be false.

13State Platform Capitalism

https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009446594
https://www.cambridge.org/core


While Trump did reach a temporary trade accord with Xi Jinping’s adminis-

tration, the COVID-19 pandemic interrupted its implementation and relations

collapsed. The Biden administration essentially embraced the Trumpian world-

view, systematizing Trump’s piecemeal initiatives into an increasingly compre-

hensive framework aimed at limiting China’s integration with the global

economic order, and maintaining US dominance in strategic high-technology

sectors (Leoni, 2022). Trump’s return in 2025 simply signalled the death knell

for any hope of a reversion in US policy.

The scope for a reduction in geopolitical tension appears limited. Both the

United States and China have deployed expansive state capitalist practices

towards the rivalry, in ways which have permanently reconfigured the dynam-

ics of their economies. China’s party-state has deepened its reach across its

economy, by expanding the influence of SOEs and in deepening control

mechanisms over the private sector (Liu and Tsai, 2021; Pearson et al.,

2021). Meanwhile, the United States has moved in a similar direction, albeit

within ideological constraints imposed by its political system. Starrs and

Germann (2021) observe sweeping changes in (1) the US tariff regime,

designed to target Chinese imports in particular; (2) the inward investment

regime, aimed at restricting Chinese firms’ access to high-tech US companies;

and (3) export regulations, which use technology export bans to target Chinese

firms like ZTE and Huawei. Heightened local procurement requirements have

also been enacted through the reformed implementation of the Buy American

Act, alongside evidence for a growing consensus on the value of state-led

investments in strategic technology development and mission-oriented devel-

opment projects in areas such as supply-chain reshoring and 5 G provision

(Baltz, 2022).

But despite recent ructions caused by the second Trump administration’s

imposition of tariffs, the costs of full economic decoupling between the US and

China seem to remain prohibitive (Rosen and Gloudeman, 2021) – both for the

economies themselves, and for third countries. The ‘new state capitalism’, far

from autarchic, is instead substantially geared towards the establishment of

control over the transnational networks that constitute the architecture of global-

ization (Schindler et al., 2023). China’s Belt and Road Initiative (BRI), for

instance, has extended China’s reach across Eurasia, Africa, and Latin America

through a sweeping range of state-backed infrastructural investment and devel-

opment financing initiatives. The BRI has in turn prompted the entry of the US

government directly into the infrastructure financing space with its Development

Finance Corporation and the nascent US-led G7 ‘Partnership for Global

Infrastructure and Investment’ (PGII). So far, it these initiatives are much smaller

than the BRI, and they have also failed to meet their modest objectives (Schindler
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and Kanai, 2021; Hameiri and Jones, 2024). Nevertheless, this competition to

coordinate the build-out of physical infrastructure is increasingly tied to a related,

and equally intense, competition over digital technologies.

2.3 Platform Capitalism

[W]hat is internet infrastructure? Of course, there are data centres and massive
server farms. There are devices produced by a handful of companies, and operating
systems . . . we must also include labour and practice, content moderation, device
manufacture in Shenzhen, rare earth mineral mining, etc. – all of which is
infrastructure . . . What affordances sit below the thing we are seeing on the
surface? Who owns those affordances? These are the questions we should be
answering. (Meredith Whittaker et al. 2020)

As state capitalist practices expanded during the 2010s, observers fixated on

another, perhaps more dazzling, trend: the emergence of platform capitalism.

More than simply the digitalization of economies and societies, platform capit-

alism is characterized by the astonishing ascendance of platform companies to

the heights of the global economy (Table 1). Observers of Forbes’ Global 500

ranking of top corporations in 2007 would not find a technology company near

its top-25 positions, which were dominated by oil producers, auto firms, and

banks. But digital behemoths like Amazon, Google/Alphabet, and Apple sky-

rocketed to the top of such lists in the decade after 2008. As of 2025, seven of the

world’s twenty-five top firms by market value are platform businesses

(Microsoft, Apple, Amazon, Alphabet, Meta, Tencent, and SAP; see Table 1).

Other major hardware firms generate the bulk of their businesses by selling

hardware and services to these digital giants (NVIDIA, TSMC, Broadcom, and

ASML). And manufacturers of digital devices such as Samsung and Tesla

employ platform business models, as does the retailer Walmart in its online

marketplace.

Platforms, many of which predate the global economic crisis, grew rapidly in

the post-crisis era. This is in large part because they offer a business strategy

suited to a world of slow growth and low interest rates (Srnicek, 2017; Davis,

2022). Platforms’ business strategies can in this way be understood as an

‘organizational fix’ to the challenge posed by secular stagnation of economies.

In the 2010s, Western financial sectors were flush with cash thanks to quantita-

tive easing, bond purchasing programmes, and other mechanisms put in place to

prop up the financial sector. Of the estimated $35 trillion in credit created by

central banks between 2009 and 2022, Varoufakis (2024) estimates that a large

majority of the share invested in productive assets found its way into the

platform economy. This took place via myriad mechanisms, including saturated

corporate bond markets, which themselves generated soaring stock markets as
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investors became prepared to pay a premium for tech equity; a generalized

inflation in asset prices; and a flood of private equity and venture capital into

technology startups (which could be acquired, or have their innovations

acquired, by hyperscalers) (Kenney and Zysman, 2019; Rikap, 2024).

Rather than deploying this capital towards traditional competition in (satur-

ated) global markets by offering specific goods and services, platform firms

Table 1 Top-25 global firms by market capitalization, as of May 2025

Company
Market cap
(USD) Country Industry

Microsoft 3.415 tn USA Technology
NVIDIA 3.334 tn USA Technology
Apple 2.973 tn USA Technology
Amazon 2.173 tn USA Retail/Technology
Alphabet (Google) 2.079 tn USA Technology
Meta Platforms

(Facebook)
1.619 tn USA Technology

Saudi Aramco 1.611 tn S. Arabia Energy
Tesla 1.151 tn USA Automotive/

Technology
Broadcom 1.129 tn USA Technology
Berkshire Hathaway 1.088 tn USA Conglomerate/

Finance
TSMC 1.005 tn Taiwan Technology
Walmart 785.44 bn USA Retail
JPMorgan Chase 733.88 bn USA Finance
Visa 698.52 bn USA Finance
Eli Lilly 656.27 bn USA Pharmaceuticals
Tencent 579.54 bn China Technology
MasterCard 526.13 bn USA Finance
Netflix 507.78 bn USA Entertainment/

Technology
Costco 462.22 bn USA Retail
Oracle 456.73 bn USA Technology
Exxon Mobil 440.31 bn USA Energy
Procter & Gamble 397.04 bn USA Consumer Goods
Johnson & Johnson 371.85 bn USA Pharmaceuticals
Home Depot 366.93 bn USA Retail
SAP 353.20 bn Germany Technology

Source: Authors, using data from https://companiesmarketcap.com/
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instead aim to build business ecosystems in which their infrastructure inter-

mediates exchanges between external users, developers, and (sometimes)

advertisers (Kenney and Zysman, 2016). This requires typically very consider-

able investments in both tangibles and intangibles, R&D, and outlays on user

recruitment (Klinge et al., 2023). Because platforms’ services are substantially

intangible, their low marginal cost affords opportunities to achieve scale and

scope economies at breakneck speed, supported by the use of cloud computing

(Narayan, 2022). Once critical scale has been achieved, the switching costs

imposed by network effects serve as a powerful way of locking-in user bases.

Margins on transactions are often tiny, but low margins can be offset with

extremely high volume. And platforms operate across multiple horizontal

business lines, using cross-subsidization to build attractive multi-service eco-

systems (Thomas et al., 2024). Given their privileged access to financial

markets, profitability is often less of an imperative (at least in the short term)

for platform firms than their ability to scale. According to one estimate, platform

firms will soon come to mediate one-third of all global economic activity (Dietz

et al., 2020).

Broadly speaking, the open architecture of a platform constitutes a core-

periphery model, in which core technologies are under the direct control of the

platform firm, while third-party designers generate complementary innovations

(Rodon Modol and Eaton, 2021). External developers’ (complementors) innov-

ations further enhance network and lock-in effects. The Apple Store, for

instance, relies on third-party companies to build the majority of iOS apps

which make the iPhone a useful and attractive device. But because platform

firms maintain ownership of and control over their cores, they retain the

authority and capacity to rewrite the rules (protocols) through which ecosystem

users interact (Galloway, 2004). A core goal of platform protocol is to prevent

so-called ‘multihoming’ and deepen user lock-in via technical means.

Consequently, in certain sectors platform firms have become unavoidable

intermediaries, mediating the exchange of goods and services amongst users

within enclosed digital spaces (Langley and Leyshon, 2017).

As a function of being unavoidable intermediaries in transactions and

exchanges, platform firms are able to leverage control over protocol to influence

everyday habits and practices (Grön et al., 2023). Locking users into ecosys-

tems enables platforms to extract payment from value circulating across plat-

form networks (Sadowski, 2020; Arboleda and Purcell, 2021), but also to write

the rules by which they interact. Staab (2024) consequently argues platforms

represent the rise of privatized marketplaces. Innovations like algorithmically

generated prices and supplier rankings systems disrupt market pricing mechan-

isms to the extent that the integrity of public markets – the cornerstone of
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capitalist economies – is potentially threatened. Furthermore, platforms’ control

over protocol also affords them enormous power to reshape the business

processes of firms which use their infrastructure (Nowak et al., 2022).

Consider, for instance, the ability of Apple to exert control over third-party

apps in its App Store via terms of service.

Platform power is predicated upon the capability to integrate technology

‘stacks’: assemblages of global-scale computational hardware and software.

Digital platforms constitute a user-friendly interface for efficiently navigating

this subterranean ‘infrastructural complex of server farms, massive databases,

energy sources, optical cables, wireless transmission media, and distributed

applications’ (Bratton, 2016, 70). While this assemblage of devices and soft-

ware is intrinsically open (‘the open web’), platforms seek to wall off access to

sections of these stacks using technical barriers, IP law, restricted access to

APIs, and algorithmic filtering and curation. They monopolize the ‘walled

gardens’ they create in a way that was impossible with the open internet

(Plantin and De Seta, 2019; Peck and Phillips, 2021). In this way, platform

competition is distinct from typical competition in lines for specific products or

services. For Jacobides (2019), ‘in a growing number of sectors, the firm and

even the industry have ceased to be meaningful units of strategic analysis. We

must focus instead on competition between digitally-enabled designed ecosys-

tems that span traditional industry boundaries and offer complex and customis-

able product-service bundles’.

Like earlier vertically integrated corporations, platforms aim to minimize

transaction costs and exercise market dominance. Yet, they differ markedly in

some ways. Rather than employing vertical integrated command structures

(Chandler Jr, 1977), they instead operate by organizing market interactions

digitally, and exerting control through ecosystem governance via ‘terms of

service’ commands rather than managerial hierarchies. The power to orches-

trate and govern without owning represents a powerful evolution of corporate

control strategies (Grabher, 2025).

The extreme corporate concentration and financial dominance of giant plat-

form firms is represented by a distinctive economic geography with two main

poles (Kenney and Zysman, 2020). The United States dominates, with the

combined value of the so-called ‘magnificent seven’ technology firms

(Alphabet, Amazon, Apple, Meta, Microsoft, NVIDIA, Tesla) representing

about a third of US stock market value as of May 2025. China represents

another pole of digital power in the global political economy (Figure 1). The

platforms domiciled in both these countries have immense extraterritorial

power, given they exercise considerable control over most of the world’s

technology stacks (Mayer and Lu, 2025)
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2.4 State Platform Capitalism

Rather than cutting against one another, the distinct logics of state and platform

capitalism have coalesced in unanticipated and generative ways. The specific

political-economic affordances that characterize the platform business model

are increasingly recognized as a vital source of power by states. As such, rather

than simply trying to curtail platforms’ growth, states seek to govern through

platforms: to instrumentalize and mobilize them in pursuit of geostrategic

objectives. At the same time, in a world characterized by competition and

growing calls for platform regulation, home state backing is becoming indis-

pensable for US and Chinese platform firms to maintain and expand the

dominance of their digital ecosystems in the global political economy. It is

this increasingly symbiotic relationship between states and platform firms that

we refer to as state platform capitalism (SPC).

We conceptualize SPC as the collaborative and reinforcing individual efforts of

states and platform firms – principally in the United States and China – to

compete to establish and maintain control over the technology stacks that serve

as the underlying infrastructure of globalization. The power exercised by digital

platforms derives from their technical and corporate control over the computa-

tional infrastructures and business ecosystems upon which a growing share of

global economic activity depends. For states, platforms represent potential ‘points

of infrastructural control [which] can serve as proxies to regain (or gain) control

or manipulate the flow of money, information, and the marketplace of ideas in the

North America
53%

Europe
9%

Africa
2%

Asia-Pacific (ex.
China)

16%

China
20%

Figure 1 Top 101 global platform firms by region/country of domicile, 2023.

Source: Data from Hosseini (2023) and authors.
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digital sphere’ (Musiani et al., 2016, 4). Control over the technology stacks and

socio-economic exchanges which platforms orchestrate is central the competitive

dynamics of SPC. Given the ongoing expansion of states’ definitions of ‘national

security’ and the geopolitical competition for network centrality, it is unsurprising

that platforms have become central to great power rivalry between the United

States and China (Gray, 2021; Shen and He, 2022).

Most major digital platform firms are domiciled in either the United States or

China, and both states are deploying a barrage of state capitalist practices to

establish control over digital platforms and enlist them in pursuit of geostrategic

objectives. Three distinctive competition dynamics result, which we outline

here in turn as: infrastructural platform geopolitics, digital dependencies, and

cross-stack rivalry.

Infrastructural platform geopolitics has emerged as states have come to

recognize the extraterritorial power potentials of transnational infrastructures

(Westermeier, 2020; Abels and Bieling, 2024), while platforms have increasing

taken on infrastructural properties (Plantin et al., 2018; Shen, 2022a). Some

platform firms can be directly weaponized (Farrell and Newman, 2023) by their

host states in nakedly geopolitical ways. For instance, WikiLeaks was famously

denied vital services by internet platforms such as Amazon Web Services, and

EveryDNS at the behest of US government pressure (Tusikov, 2021), while

the second Trump administration has ordered a ban on access to US chip design

platforms for Chinese firms. However, for the time being, such weaponization

remains the exception rather than the norm, and this tremendous power to deny

adversaries access to (or otherwise weaponize) platforms remains latent.

Indeed, excessive weaponization initiatives are likely to reduce the appeal of

platforms and induce users to switch to other platforms despite the cost. Instead,

platforms’ infrastructural power derives from how they entrench power rela-

tions by monopolizing key passage points, while rerouting, ordering, and

governing flows of data and capital in ways which potentially redound to the

benefit of their home states (Westermeier, 2020; Bakonyi and Darwich, 2024;

Hardaker, 2025). To this end, states seek to secure favourable regulatory

environments (both at home and abroad), preferential financing, and forms of

strategic endorsement that enable platforms to both scale and embed themselves

in technology stacks.

This leads us to the second dynamic: fostering digital dependencies. Many

countries are increasingly dependent upon US and Chinese platforms since they

underpin access to the global economy (Mayer and Lu, 2025). Maintaining this

dominant position is key to the profit strategies of platform firms, and it upholds

the power asymmetries between states. Through lobbying, financial support,

and implanting platforms with in bilateral agreements and initiatives, states seek
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to render third countries’ technology stacks critically reliant upon their platform

infrastructures and embed them in overseas technology stacks. At the same

time, states and platforms collaborate to centralize and police access to the

critical resources which sustain their dominance – including compute power (as

in licensing regimes for NVIDIA accelerator chips and remote AI datacentre

access) and data flows (especially for AI model training). Limiting interoper-

ability and resisting multihoming by third countries are key targets for plat-

forms’ home states in fostering digital dependencies.

Finally, and as discussed further in the next section, states and platforms

collectively practise forms of cross-stack rivalry. Platforms compete as sprawl-

ing business ecosystems rather than price or quality of individual product lines.

This can limit rivalry and competition between platforms from the same home

state, giving rise to ‘frenemy’ relations or coopetition between platforms (Gupta

et al., 2025). States may support the emergence of such cooperative relations in

overseas markets in efforts to cohere third countries into the national technology

stack of the United States or China. Platforms’ extraterritorial expansion may be

supported by such a state-facilitated bundling of functions, as in shared invest-

ments in data centres, cabling systems, or other infrastructure that comprises

digital stacks. Moreover, cooperative relations mean successful competition in

one field (such as an overseas cloud market) is likely to redound to the benefit of

platforms from the same home state.

None of this is to say that the interests of big tech platforms and home states

are entirely aligned. They sometimes diverge and are subject to contestation and

renegotiation. Platforms cannot be reduced to mere instruments of political

power. Indeed, it is precisely because ‘platform ecosystems are not simply

commercial mechanisms or state-controlled entities . . . [that] they are becoming

more and more part of a global geopolitical contest’ (van Dijck and Lin, 2022,

65). In the following sections, we inquire more deeply into the specific mech-

anisms which drive platforms and states to cooperate in the global competition

for digital dominance.

3 The US Stack

3.1 Introduction

In 2022, Eric Schmidt, former CEO of Google, issued a stark warning from

a podium at the Capital Hilton Hotel in Washington DC. The United States

risked falling behind China in the digital technology race:

It’s possible to imagine a dark future . . . Imagine that everything around you,
everything you see in this room, has a component of Chinese values in it . . .
free speech being restricted, being recorded, being surveilled. While China
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has achieved many impressive things, I would not want to live there . . . The
real issue here is that we screwed up. We cannot get ‘5Ged’ again. I was part
of the errors 20 years ago and 30 years ago in the semiconductor sector, where
we collectively thought, ‘That’s fine, that’s not that important, we can figure it
out, globalization will work.’ Meanwhile, we’ve ended up in a situation
where my phone doesn’t work most of the time, whereas in China, where
I may or may not be allowed back into, they have roughly a billion people on
track to having a gigabit to their mobile phones in urban centers within the
next year or two. (Schmidt, 2022)

Schmidt was launching his new initiative, the Special Competitive Studies

Project (SCSP). Explicitly modelled on Henry Kissinger’s ‘Special Studies

Project’, the Rockefeller-funded bipartisan initiative which built public consent

and enthusiasm for the massive military and technology investments needed to

prosecute the Cold War, Schmidt’s SCSP would bring together leading industry

figures and politicians to cement the consensus for public investments in digital

technologies to counter the ‘China challenge’. He emphasized that the ‘unifying

idea of SCSP is competition, both within the various players in our system and

between countries. This competition makes us stronger, not weaker. We need to

win that competition’ (Schmidt, 2022).

Schmidt’s close collaboration with the Biden administration came to an end

with the return of Donald Trump to the White House. But the personal intimacy

between big tech leaders and state managers did not. The front row of Donald

Trump’s presidential inauguration at St John’s Episcopal Church in

January 2025 was reserved for Google CEO Sundar Pichai, Meta CEO Mark

Zuckerberg, Apple CEO Tim Cook, Amazon’s Jeff Bezos, and Tesla CEO Elon

Musk – a clear signal of the privileged access to the levers of statehood to be

granted to platform leaders. This section charts the central role of platform firms

in driving the US global digital technology dominance, before examining how

the state and platform firms are increasingly collaborating to defend this

dominance in the face of growing Chinese competition.

3.2 The US Stack

The United States is home to the world’s most dynamic technology sector,

whose firms dominate all nearly all key layers of the technology stack. Chip

designer NVIDIA’s market capitalization is roughly equivalent to the top-forty

publicly listed German firms, while Microsoft’s exceeds the entire FTSE 100

(Nikou Asgari et al., 2024). The United States has spawned the world’s largest

platforms, whose global footprint is so ubiquitous that by some accounts it

constitutes a form of ‘digital colonialism’ in its relations with other countries
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(Kwet, 2019). Moreover, the US tech sector is deepening its ties with the

American state (González, 2024). Platform firms are central to this trend.

Leading platform firms that emerged from Silicon Valley’s high-technology

ecosystem began to develop increasingly close ties with the US government

during the war on terror after 2001 (Weiss, 2014; O’Mara, 2020). Their relation-

ship encompasses both widespread government contracting and an emphasis on

public-private partnerships (PPPs) (Weiss and Thurbon, 2020). Federal institu-

tions such as the National Science Foundation, NASA, DARPA, the SBA, and

National Labs dole out substantial funding in support of research and develop-

ment that is critical to the US digital economy (Mazzucato, 2013; Wade, 2017;

Tassinari, 2018). Despite this financial support, however, US techno-industrial

policy remains relatively decentralized – and rather than directly intervening and

‘picking winners’, policy is designed to steer and support innovation. Allen et al.

(2022, 22) describe this as a ‘large, decentralized apparatus for innovation within

the US federal government, in which scores of agencies, often working in

a largely uncoordinated fashion, engage with private firms to promote innovative

breakthroughs in a wide array of sectors’. While each of these agencies has

independent priorities, an underlying but emergent strategy is increasingly dis-

cernible. The US government seeks to safeguard the dominant position of its

platforms worldwide, while progressively incorporating them into the military-

industrial complex, because they possess unique attributes that, when mobilized,

augment long-term geostrategic objectives.

Military and national security interests consequently play an outsized role

allocating funding in this uncoordinated funding environment. US capital

markets continue to be the world’s largest and most liquid, accounting for

around 40% of the world’s total equities (around four times that of China).

Wall Street established powerful conduits in Silicon Valley VC during the 1990s

and cemented the route to IPO via the NASDAQ, developing links between

financial and tech capital have only grown in scope and scale since (Walker,

2006). Smaller tech firms enjoy uniquely abundant private capital markets,

while Wall Street offers vast liquidity for IPOs or buyouts. But the influence

of the US national security state looms large. Schwartz (2017, 327) describes it

as a ‘vast technology enterprise spanning R&D, seed funding, commercializa-

tion, and both spin-off and spin-on of new technologies’. Private capital com-

monly follows in the wake of big bets placed on unlisted technology firms by the

Department of Defense, since receiving funding from the US national security

state (or one of its financial conduits) acts as a seal of approval for investors.

These dynamics explain how, as Robinson (2020, 40) explains, the ‘Silicon

Valley-Wall Street nexus becomes in turn interlocked with the military-

industrial-security complex’.
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There is a long history of cooperation between the US government and

American defence contractors. Yet the increasingly intimate relationships

between elites in Washington and Silicon Valley, and dense financial links

between public and private entities in the tech sector, represent a qualitative

shift in the way that nominally civilian firms are integrated into security

procurement. The US government not only offers financial resources, but it

has also expanded control over tech firms – and platform firms in particular –

through state capitalist regulatory instruments that are justified by the threat

posed by China (Gertz and Evers, 2020). For instance, the Trump administra-

tion’s national cyber strategy published in 2018 labelled China a ‘strategic

competitor’, concluding that the ‘vitality of the American marketplace and

American innovation’ in the tech sector is a matter of national security (The

White House, 2018, 14). The strategy envisions a symbiotic relationship

between the state – namely its defence-related organizations – and American

tech firms. This was echoed by the DoD’s (U.S. Department of Defense,

2018, 9) Cyber Strategy, which, in short, is designed to:

defend forward, shape the day-to-day competition, and prepare for war by
building a more lethal force, expanding alliances and partnerships, reforming
the Department, and cultivating talent, while actively competing against and
deterring our competitors. Taken together, these mutually reinforcing activ-
ities will enable the Department to compete, deter, and win in the cyberspace
domain.

Platform firms have become an important pillar of national security strategy

because they provide vital infrastructural and technological services which state

agencies do not possess, while their R&D budgets dwarf available public

resources and incumbent defence contractors. The Defense Innovation Unit

reported that US platform giants outspend its top defence contractors (e.g.,

Lockheed Martin and Raytheon) on R&D by 11-to-1 (Brown, 2021, 13).

Google’s 2024 R&D spending amounted to $45 bn, around five times the budget

of the National Science Foundation. Collaboration offers state agencies the

opportunity to influence platforms’ R&D strategies, as in the National Cyber

Strategy that will ‘use its purchasing power’ to shape innovation and influence

firm behaviour in support of defence goals (The White House, 2018, 8). The

‘third offset’ – a military strategy aiming to leverage private sector innovations

for defence purposes – became embedded in the 2018 National Defense

Strategy (Gentile et al., 2021). Ultimately the military-industrial-security com-

plex is in the process of reworking state-business relations in the platform

sector, with the objective of aligning the business strategies of the world’s

largest platform firms with Washington’s geostrategic imperatives.
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One objective of state financial support is to support the incorporation of

platform and other high-tech firms into the defence sector. This requires more

than an alignment of financial interests, and explains the growing integration

between political and tech elites inWashington and Silicon Valley. For example,

the Defense Innovation Board (DIB) was established in 2016, bringing together

leaders from the private tech sector, venture capitalists and former military

officers who advise the Department of Defense on its technology policy. Its first

chair was Eric Schmidt. The DIB (Defense Innovation Board, 2024) explains:

Peer and near-peer competitors are challenging U.S. primacy across a number
of domains and technologies, and DoD must navigate shifting economic and
industry environments to meet these challenges and achieve mission success.
In this context, the DIB provides outside independent expertise to the
Department to support the warfighter and encourage innovative best practices
throughout the armed forces.

The DIB’s mirror image in the private sector is the America’s Frontier Fund

(AFF). AFF is a tech-focused venture capital outfit, whose website announced

that:

The time to act is now. We are in a great-power competition, and the United
States is falling behind. By 2030, we risk losing our edge in microelectronics,
AI, 5 G, and quantum to our adversaries. At a time when technology advan-
tage is strategic advantage, this is not a risk we can take. (America’s Frontier
Fund, 2022)

The AFF can boast tech, financial and governmental elites among its employ-

ees. Its Board of Directors has included former Secretary of Defense Ash Carter

and retired Lieutenant General H. R. McMaster, while its current CEO Gilman

Louie previously served as the CEO of IQT (formerly In-Q-Tel), a public

venture capital firm established in 1999 by the CIA and other US government

agencies that receives well over $100 m annually in tax revenue. IQT itself

‘focuses on the 15,000+ early stage venture-backed startup companies in the

U.S. and select other countries’ (IQT, 2024).

Sustained efforts by both sides to integrate digital technologies with the US

military explains the explosion of government contracts with Amazon, Google,

Microsoft, Facebook, and Twitter since 2017.2 The CIA signed an initial $600m

contract with Amazon Web Services (AWS) in 2013, and awarded a decade-

long contract worth ‘tens of billions of dollars’ to AWS, Microsoft Azure, IBM,

Google, and Oracle in 2020 for cloud computing services (Konkel, 2020).

Similarly, the National Security Agency (NSA) inked a US$10 bn contract

2 See https://bigtechsellswar.com/.
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with Amazon in 2021 for cloud computing services (Gregg, 2021). Google has

developed collaborative relationships with the CIA, US Navy, and Air Force as

it develops a bid for the Joint Warfighter Cloud Capability contract with the

Pentagon (Simonite, 2021). And the NSA (2022) recently established

a Cybersecurity Collaboration Center it describes as a ‘groundbreaking hub

for engagement with the private sector . . . to create an environment for infor-

mation sharing between NSA and its partners combining our respective expert-

ise, techniques, and capabilities to secure the nation’s most critical networks . . .

[representing] a vital part of a whole-of-nation approach to cybersecurity’.

3.3 The American Pivot

Until recently, the United States largely pursued a ‘free’ global digital trade

regime which upheld the dominance of its platforms globally. However, Donald

Trump’s message that free trade represented a cost to the US economy has since

come to form a cross-party consensus on the need for mercantilist practices,

especially in the digital sphere. The Biden administration committed to protect-

ing strategic sectors within a proverbial ‘small yard’ by a ‘high fence’ that

includes export controls, investment screening, and tariffs (Sullivan, 2022).

Such initiatives signal a broad shift in US policy, in which the global and

systemic significance of US digital platforms is recognized – and safeguarding

their overwhelming power is an explicit objective requiring direct and explicit

forms of intervention anathema to a free trade agenda. In addition to discour-

aging other governments from regulating US platform firms, this is done by

limiting Chinese platform firms’ access to capital, technology, and markets.

The Clean Network Initiative (Table 2) was introduced by the Trump admin-

istration, and it represented the first major rupture in the field of digital policy.

Whereas previous policy underpinned globalization and prioritized free trade,

the Clean Network Initiative discouraged governments and firms from working

with ‘high-risk’ Chinese firms such as Huawei and ZTE that are purportedly

‘required to comply with directives of the Chinese Communist Party’ (U.S.

State Department, 2021). Six fields of regulation were identified, whose col-

lective ambition was to ‘clean’ the technology stacks of third countries of

Chinese operators.

The results of the Clean Network Initiative were mixed. While it attracted

broad formal support, fewer countries were prepared to make the hard trade-offs

involved in ending relations with Chinese firms. A number of countries did

cease doing business with Huawei: Canada commissioned Ericsson, Nokia and

Samsung to build its 5 G networks, while the UK banned the installation of new

Huawei equipment in 2020 and plans to remove it entirely by 2027 (Payne and
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Table 2 Six components of the Clean Network introduced by US Secretary
of State Mike Pompeo (from U.S. Dept. of State, 2020)

Component Description

Clean Carrier To ensure that People’sRepublic ofChina (PRC) carriers are
not connected with US telecommunications networks.
Such companies pose a danger to US national security
and should not provide international telecommunications
services to and from the United States.

Clean Store To remove untrusted applications from US mobile app
stores. PRC apps threaten our privacy, proliferate
viruses, censor content, and spread propaganda and
disinformation. Americans’ most sensitive personal
and business information must be protected on their
mobile phones from exploitation and theft for the
CCP’s benefit.

Clean Apps To prevent untrusted PRC smartphone manufacturers
from pre-installing – or otherwise making available for
download – trusted apps on their apps store. Huawei, an
arm of the PRC surveillance state, is trading on the
innovations and reputations of leading US and foreign
companies. These companies should remove their apps
from Huawei’s app store to ensure they are not
partnering with a human rights abuser.

Clean Cloud To prevent US citizens’ most sensitive personal
information and our businesses’ most valuable
intellectual property, including COVID−19 vaccine
research, from being stored and processed on cloud-
based systems accessible to our foreign adversaries
through companies such as Alibaba, Baidu, China
Mobile, China Telecom, and Tencent.

Clean Cable To ensure the undersea cables connecting our country to
the global internet are not subverted for intelligence
gathering by the PRC at hyper scale. We will also work
with foreign partners to ensure that undersea cables
around the world aren’t similarly subject to
compromise.

Clean Path The 5 G Clean Path is an end-to-end communication path
that does not use any transmission, control, computing,
or storage equipment from untrusted IT vendors, such
as Huawei and ZTE, which are required to comply with
directives of the Chinese Communist Party.
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Fildes, 2020).While it impacted Huawei’s global operations, it failed to deal the

Chinese firm a mortal blow. Huawei has since recovered and even strengthened

its competitive position across a widening range of product categories and

services. But despite mixed results, the Clean Network undeniably altered the

course of US policy.

The Biden administration formally shelved the Clean Network Initiative, but

it largely maintained and expanded the intent behind the Trump-era policy

regarding technology diplomacy. The CHIPS Act,3 the Biden administration’s

flagship technology sector initiative subsidizing domestic semiconductor pro-

duction, includes ‘strong guardrails, ensuring that recipients do not build certain

facilities in China and other countries of concern’ (The White House, 2022a).

These guardrails dovetail with a welter of new export controls aimed to starve

Chinese platform giants of the advanced chips and manufacturing technologies

necessary for their development of advanced networking equipment, smart-

phones, and AI (Ryan and Burman, 2024).

While the business strategies of US tech firms were once premised on access to

both the United States and China, the CHIPS Act and associated US policy-

making increasingly forces firms to choose. Meta, Google, Apple, Amazon, and

Microsoft all recorded lobbying interest over the CHIPS Act (Bordelon and

Oprysko, 2023) and have shown little hostility to other measures towards con-

taining China’s technology sector. US platforms are, as observed, heavily limited

their ability to do business in China, while they often regard the revenue loss from

such measures as a price worth paying to damage Chinese competitors. Indeed,

firms seem prepared to go beyond the letter of the law. In May 2024, Microsoft

announced it was offering 700–800members of staff at its flagship Research Asia

AI centre in Beijing relocation to the United States and elsewhere (Huang and

Kubota, 2024).

In addition to supporting domestic semiconductor production, the United

States seeks to inhibit Chinese firms from securing strategic positions in an

increasingly substantial portion of the global digital ecosystem. Perhaps most

notably, Washington has signalled that it would like to establish a regional trade

deal that would inhibit the operations of Chinese platforms, particularly in Asia.

The much-vaunted Indo-Pacific Strategy unveiled in February 2022 committed

the United States to:

[P]romote secure and trustworthy digital infrastructure, particularly cloud
and telecommunications vendor diversity, including through innovative net-
work architectures such as Open RAN by encouraging at-scale commercial

3 The full title is the CHIPS and Science Act 2022 (see: www.congress.gov/bill/117th-congress/
house-bill/4346/text).
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deployments and cooperation on testing, such as through shared access to test
beds to enable common standards development. We will also deepen shared
resilience in critical government and infrastructure networks, while building
new regional initiatives to improve collective cybersecurity and rapidly
respond to cyber incidents. (The White House, 2022b, 17)

A strategy document leaked by AXIOS news agency in January 2021 revealed

the existence of a China Strategy Group, co-chaired by Eric Schmidt and Jared

Cohen (Hillary Clinton adviser), that produced a series of recommendations to

the incoming Biden administration to restrain Chinese tech ascendancy (Allen-

Ebrahimian, 2021). These included developing a ‘new plurilateral coalition of

“techno-democracies” to strengthen cooperation’ and ‘protect and preserve key

areas of competitive technological advantage’. It further proposed an

‘International Technology Finance Corporation . . . to extend loans and loan

guarantees to developing nations for tech infrastructure buildout consistent with

liberal values, to counter the Digital Silk Road’, alongside a ‘Global Body for

Standard-Setting’ and ‘multilateral trust zones to achieve global integration that

promotes American values’. The objective was to ‘incentivize collective innov-

ation against China in AI, quantum computing, 5 G, etc . . . To gain access to the

benefits of the Trust Zone, countries would have to commit to a Huawei-free

zone’.

The Biden and second Trump administrations have transformed a consider-

able part of the China Strategy Group’s recommendations into policy. Initiatives

have proliferated, from the addition of Chinese technology firms to the US

(restricted) Entity List and the expansion of export controls (many of which

impact third countries via the Foreign Direct Product Rule), to inbound and

outbound investment screening mechanisms, and a punitive licensing regime

for semiconductors, AI, and access to compute (Sastry et al., 2024). Measures

have also targeted particular firms. Along with platform giants Huawei and

ZTE, AI firmDeepSeek has attracted a range of punitive measures following the

release of its breakthrough R1 model – including CFIUS reviews, bans on

public procurement and use by government personnel, and the potential ban

of its app fromApple and Android stores. Meanwhile, the Trump administration

signalled its support for domestic US platforms by co-ordinating the $500 bn

Stargate investment, a project to build AI datacentres within the United States

funded by a private sector consortium led by OpenAI, SoftBank, Oracle, and

UAE-based MGX, while repealing AI safety regulations. And Trump inked

well over $200 bn in major deals for the proliferation of AI data centres

involving OpenAI, NVIDIA, Amazon, and others on a tour of the Middle

East in May 2025 (Ghosh, 2025).
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Platforms are at the centre of US geostrategic objectives because, on one

hand, they integrate the various components of the technology stack, while, on

the other hand, they carve out digital ecosystems in which they can establish and

enforce rules which bolster the global power of the United States. The United

States uses subsidies and lucrative contracts to incorporate platform firms into

the defence and national security sectors, while encouraging firms to bolster its

geostrategic objectives. It also discourages its platform firms from engaging

with their Chinese counterparts. Meanwhile it seeks to deny Chinese firms

access to expertise, capital, and markets. To this end, the United States encour-

ages other countries to establish exclusive relationships with US-based platform

firms at the expense of their existing relations with Chinese tech firms. US

platform firms have been willing, and in many cases eager, collaborators to

these ends. The US variant of state platform capitalism is geared towards the

construction and maintenance of a geographically extensive ‘national stack’ –

devoid of Chinese technology – that progressively expands its role as supreme

mediator of socio-economic relations worldwide.

4 The Chinese Stack

4.1 Introduction

China is home to the only concentration of globally significant internet giants

outside of the United States (Table 3). Firms such as Alibaba, Tencent, Baidu,

and Huawei are principally domestically focused, and form part of a technology

stack with a considerable degree of operational autonomy from US platform

services. But China’s platforms increasingly operate with the aim of internation-

alizing their operations, and they are the closest that US platforms have to global

rivals. This section charts the integration of Chinese platform firms’ entangle-

ments with the party-state, and the resultant emergence of a variety of state

platform capitalism, before exploring how state and corporate motives align in

Chinese platforms’ internationalization drive.

4.2 Private Power?

Until recently, some viewed China’s digital platform economy as a potential

bastion of private economic and political power that could even potentially

challenge the authority of the party-state (Tse, 2015). After all, China’s digital

giants emerged in the shadows of the state economy, driven less by central

planning or state subsidies, but by innovative and often ruthless entrepreneur-

ialism in a fiercely competitive domestic market (Fannin, 2019). Moreover,

despite regularly attending Party Congresses and otherwise being connected

with the upper echelons of China’s political elite, China’s new breed of tech
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Table 3 China’s platform giants

Platform Operations

Market
capitalization
(Q1 2024)/most
recent valuation
(bn $US)

Revenue
(2023)
(bn $US)

Tencent Social Media, fintech,
e-commerce,
gaming, AI

373 86

ByteDance Social media (Douyin/
TikTok), news (Jinri
Toutiao)

268 120

Alibaba Group E-commerce (Taobao,
Tmall), cloud
computing, logistics
(Cainiao)

178 131

Pinduoduo E-commerce 166 35
Huawei* Smartphones, OS,

network equipment
139 92

Meituan Food delivery 82 39
Ant group Fintech 79 16**
Shein (XiYin)*** Retail, logistics 66 45
NetEase Gaming and music 63 15
Xiaomi Smartphones, smart

devices, IoT
51 38

JD.com E-commerce, logistics 42 153
Baidu Search, Video (iQiyi),

AI
36 19

Trip.com Travel 31 6
Kuaishou Video 28 16
DiDi Global Ride-hailing 22 27
Bilibili Live streaming 5 3
Weibo Social media 2 2
Kingsoft Software, cloud

services, gaming
0.6 1

Source: Authors, financial data from S&P Capital IQ Pro and media reports
* Huawei figures are loose estimates for 2022 from Hurun (2022).
** Data for 2022.
*** Shein sales figures are loose estimates from the Financial Times McMorrow et al.

(2024)
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entrepreneurs cultivated an air of distance from the party-state. Their messa-

ging, media and fintech apps were largely not integrated with extant state-

owned systems, and seemed to point towards the weakening of state monopoly

control of strategic sectors like banking and media.

Any such notions were dramatically dispelled in the autumn of 2020. Ant

Financial – a spinoff of Alibaba specializing in fintech services – was due to be

dual-listed on the Shanghai and Hong Kong stock exchanges on November 5.

Ant’s IPO generated huge excitement amongst investors, and was to represent

the world’s largest ever (with a predicted valuation of $313 bn). A week

beforehand, however, Jack Ma (Alibaba and Ant founder) delivered a potent

speech to assorted bankers and party-state officials at the Shanghai Bund

Forum. He attacked China’s state-dominated financial system, which he

accused of having a ‘pawnshop mentality’. He lamented that there are ‘no

systemic financial risks in China because there’s no financial system in

China’, emphasizing the country’s strict regulations on private lending

(Collier, 2022, 2). Ma proposed opening the financial sector to digital platforms,

with big data to be used as a source of trust rather than traditional collateral

(exactly what Ant set out to achieve with its AliPay system). The response from

the party-state was swift. Two days before the IPO was due to proceed, the

Shanghai Stock Exchange posted a notice suspending the IPO due to disclosure

issues. Rumour had it that Xi Jinping had intervened directly.

The year that followed witnessed a dramatic ‘regulatory storm’, as interven-

tions tore through the business operations of China’s digital giants (Naughton,

2021). Tencent, Alibaba, and Meituan faced antitrust fines surrounding their

sprawling acquisition strategies and engagements with suppliers. Tencent also

suffered the consequences (alongside rival NetEase) of a crackdown on young

people’s video gaming habits. Education platforms offering for-profit tutoring

services were banned outright. And major players in the transport service

platform sector such as Didi and Full Truck Alliance faced protracted scrutiny

over their cybersecurity and export of user data. The storm culminated in the

world’s first regulatory frameworks for recommendation algorithms and gen-

erative AI.

The regulatory storm hit China’s highly valued platform firm stocks hard,

contributing to the broader wipeout of $6 trillion from Chinese equities from

2021–4 (Vishnoi and Yang, 2024). But even more significantly, it laid bare how

deeply China’s platform economy was both exposed to and imbricated with the

Chinese state (To, 2023). Such dramatic and public interventions against large

private-sector firms had previously been rare in China, where subtler methods

of ensuring political acquiescence were typically favoured – and regulators

thought to lack the toolkit necessary to effectively corral private enterprise to
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pursue political ends (Collier, 2022). This regulatory overhaul precipitated

a new era in which high technology was increasingly put ‘in service of the

state’ (Segal, 2018).

4.3 Entanglements with the State

Despite their Silicon Valley–inspired language and branding, China’s platforms

had never been simple products of the ‘free market’, or evidence of ‘entrepre-

neurial spirits’ chafing under the pressures of a bureaucratic state. Rather, they

owed their very existence to the Chinese party-state’s extensive and powerful

internet content regulations. American internet firms entering the Chinese

market during the late 1990s and early 2000s typically did not face formal

exclusions, and were generally allowed to operate in markets where incumbents

largely did not exist. However, they did encounter a thicket of regulations and

licensing requirements which made doing business considerably more difficult

than in most jurisdictions. Alongside cultural and language barriers, this meant

their adoption was very slow – which eventually allowed local rivals to steal

a march on US internet giants (Mueller and Farhat, 2022).

From the late 2000s, China began to block access to sites like YouTube,

Google, Facebook, and Twitter in response to concerns over foreign penetration

of China’s otherwise strictly regulated media ecosystem. These bans dealt

a succession of blows to US-based platform firms’ efforts to operate in China,

leaving the field clear for China’s domestic internet firms to consolidate control

over the domestic market. For instance, Baidu was able to quintuple its revenues

in the year after Google’s withdrawal from China in 2009 (McKnight et al.,

2023, 248–252). The rocky terrain of China’s internet economy and the state’s

efforts to block foreign media content collectively amounted to an accidental

infant industry protection policy for its nascent platform companies (Foster and

Azmeh, 2020). The outcome was a curious kind of ‘Galapagos effect’ that

allowed indigenous Chinese platforms that were largely disconnected from

the US-centred stack to grow rapidly (Bratton, 2018).

The relatively late development of China’s internet infrastructure further

enabled Chinese firms to pursue leapfrog development strategies (Li et al.,

2018; Davis and Xiao, 2021). Most consumers bypassed desktop and laptop

computers altogether. Already by 2014, 90% of Chinese accessed the web via

mobile rather than desktop devices. As such, Chinese platform firms optimized

their business processes and technical designs for smartphone systems in ways

which US platforms (which had legacy desktop-optimized versions) found

challenging, giving them a substantive advantage on home terrain.

33State Platform Capitalism

https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009446594
https://www.cambridge.org/core


Restricting foreign firms’ operations did not undermine competition. Intense

domestic rivalries drove Chinese internet firms to adopt adaptable and innova-

tive business strategies (Zeng and Glaister, 2016). Their vast local base of

operations – with over one billion internet users to date – offered opportunities

to compete for users, innovate, and ultimately hone highly effective business

strategies. For example, lax regulatory oversight (including a virtual absence of

private sector competition policy) encouraged these companies to develop

sprawling cross-equity holdings of smaller firms across multiple product lines

(Jia and Winseck, 2018). China’s platforms increasingly exhibit the horizontal

integration characteristic of East Asian business groups such as keiretsu and

chaebol (Jia et al., 2018) – with Alibaba Group offering services in e-com-

merce, social media, fintech, cloud computing and electric vehicles, for

instance. China’s app economy is characterized by ‘superapps’ such as Tencent-

owned WeChat – multifunctional platforms which integrate social media,

digital payments and fintech, with services such as booking cabs and making

restaurant reservations. Network and lock-in effects have cemented the role of

these platforms in China’s digital ecosystem.

Around the mid-2010s, policymakers recognized the critical and develop-

mental potential of digital technologies. Since then, China’s digital platform

economy has become folded into this China’s techno-nationalist developmental

strategy (Jia, 2021; Zhang and Lan, 2023) – an increasingly comprehensive set

of industrial policies dubbed by economist Barry Naughton (2020b, 82) as the

‘greatest single commitment of government resources to an industrial policy

objective in history’.

State capitalist practices target platforms in several ways. China’s digital

platforms increasingly fulfil key institutional functions delegated by state agen-

cies. Government services are increasingly delivered through PPPs that involve

platform firms (Ma et al., 2023). For instance,WeChat provides a growing range

of essential administrative services such as digital identification cards, access to

urban medical booking portals, and health codes during the COVID-19 pan-

demic. Didi systematically shares data with urban authorities to assist in

transport planning and management (Chan and Kwok, 2022). And Shanghai’s

mapping and food delivery platforms are delegated responsibility and authority

to regulate food hygiene standards by the municipal government (Chan and

Kwok, 2024).

These PPP arrangements have, in some cases, developed into full-blown

‘state-commercial complexes’ (Liu, 2024a). Alibaba Group’s construction of

a data centre for Guizhou province’s government was initiated by the provincial

and central governments in 2014. Within months, Alibaba Cloud’s engineers

had constructed a cloud system at no monetary cost to the provincial
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government. In exchange, Guizhou offered exclusive access to its vast reservoir

of administrative data which Alibaba Cloud could analyse and capitalize. It also

provided privileged opportunities for Alibaba’s Taobao to develop e-commerce

infrastructures in the province’s rural areas. Alibaba’s role in Guizhou was

subsequently given national-level endorsement as a key node in the 2022

National Integrated Big Data Centre System (NIBDCS), which aims to build

an integrated national system of administrative data.

Contracting practices are systematized into broader techno-nationalist devel-

opment strategies, in which platform firms are assigned roles as national

champions. For instance, China’s National Development and Reform

Commission approved investment plans for a range of tech giants in mid-

2023 (Tang and Nulimaimaiti, 2023). This paved the way for them to access

substantial state resources, including an anticipated $139 bn worth of govern-

ment bond-financed funding directed towards developing ‘new productive

forces’ in advanced technologies (including big data and AI) (Pomfret et al.,

2024). Under the 2017 ‘AINewGeneration Artificial Intelligence Development

Plan’, fifteen firms were afforded key roles in developing open AI platforms for

specific industrial purposes. These included Baidu (autonomous vehicles),

Alibaba Group (smart cities), Tencent (medical imaging), and iFlyTek (natural

language processing) (Larsen, 2019; Roberts et al., 2021). Designated firms are

afforded access to privileged state financial and data resources (Horowitz et al.,

2018) which aligns state developmental objectives with profit incentives for

platforms. Baidu, for instance, was able to successfully leverage its role as a AI

Open Innovation Platform provider to develop its Apollo autonomous driving

platform – attracting third-party firms such as BYD (Ren, 2022), and leveraging

its position to become a major provider of autonomous driving ride-hailing

services.4 Its software is open access and available for collaborators and rivals

to both build on and develop. Partly due to this concerted techno-industrial

policy drive, China now significantly leads the United States in AI patents

filings (Bloomberg News, 2023).

National security is a crucial component of China’s techno-nationalist devel-

opment plans. Platform firms play an important role in augmenting China’s

military capabilities, through its ‘military-civil fusion’ (MCF) efforts to incorp-

orate private-sector innovations into previously state-dominated military pro-

curement (White and Yu, 2023). By one estimate $68.5 bn of state financing has

been deployed onMCF projects from 2015 to 2019, with evidence that Alibaba,

Tencent, and Baidu have collaborated with Chinese military institutions (Kania

4 BYD subsequently broke its contract with Baidu/Apollo to work towards establishing its own
autonomous driving software.
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and Laskai, 2021). For example, the Joint Laboratory for Intelligent Command

and Control Technologies was established by Baidu and the state-owned

defence firm China Electronics Technology Group (CETC), and its aim is to

upgrade the Chinese military’s information warfare capabilities (Creemers,

2019). Military contracts are simply the tip of a much larger iceberg. China’s

radically expanded conception of national security prioritizes substantive

cooperation from its digital platform firms over individual data protection rights

(Bradford, 2023) – from surveillance practices (Huang and Tsai, 2022) to

consumer safety regulations (Martens and Zhao, 2021). China’s government

has also directed state-owned enterprises to replace US enterprise software with

Chinese equivalents by 2027 through its secretive ‘Delete America’ directive

(Lin, 2024).

China’s platform economy is further characterized by a state-directed form of

financialization (Jia and Winseck, 2018). Despite the legacy of the 2021 regu-

latory crackdown, China’s platforms still enjoy high valuations. To the conster-

nation of some American politicians, US investors have been and remain major

financiers of China’s digital technology firms (see Table 4), while US IPOs

remain the goal of many Chinese platforms. China’s highly open investment

regime has enabled US investors (especially institutions) to take major stakes in

these firms (Shen, 2020).

Despite their nominal private and global ownership, Chinese platforms also

remain to a considerable degree under the effective control of China’s party-

state. Foreign investment into restricted sectors like telecoms is channelled

through Variable Interest Entity (VIE) structures, where overseas investors

hold shares in offshore shell companies rather than direct equity in the

Chinese operating firms. VIE structures bypass foreign ownership prohibitions

but operate in a legal grey area within China. Crucially, they grant foreigners

limited voting rights, concentrating control with domestic founders and invest-

ors. The party-state maintains decisive leverage through regulation, licensing,

embedded Party influence, and the ever-present threat of enforcement actions –

helping to ensuring platforms align with state objectives regardless of their

ownership structure (Chen, 2022).

Government guidance funds (GGFs), which deploy a mixture of state and

private capital towards strategic goals, are another important tool. GGFs

(including the prominent state-operated China Internet Investment Fund)

controlled over $1.5 trillion in capital in 2021 (Wei et al., 2023). Capital

steered by government guidance funds is deployed overwhelmingly to the

technology sector. While a majority is invested in hardware development

(especially semiconductor components), at least 17% is invested in software

and computer services-based projects. Thanks to enormous investments in
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Table 4 Tencent’s top-20 owners, April 2024

Holder
Common Shares
Outstanding (%) Country Owner Type

Naspers Ltd. 25.43 South Africa Corporations
(public)

Huateng Ma
Co-Founder,

Chairman &
CEO

7.63 China Individuals/
insiders

Vanguard Group
Inc.

2.68 USA Traditional
investment
managers

BlackRock Inc. 2.3 USA Traditional
investment
managers

Norges Bank
Investment
Management

1.11 Norway Banks/
investment
banks

Ma Huateng
Global
Foundation

1.02 China Charitable
foundations

Capital Research
and
Management
Co.

0.83 USA Traditional
investment
Managers

JP Morgan Asset
Management

0.81 USA Traditional
investment
managers

E Fund
Management
Co. Ltd.

0.79 China Traditional
investment
managers

FMR LLC 0.72 USA Traditional
investment
managers

Baillie Gifford
& Co.

0.63 United
Kingdom

Traditional
investment
managers

State Street Global
Advisors Inc.

0.54 USA Traditional
investment
managers
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technology startups from GGFs, platform giants, and private (domestic and

international) investors, China now rivals the United States in its share of

global unicorn firms (unlisted startups valued at over $1 bn). In 2023, China

produced 56 unicorns, second only to the US 70. Over one-third of Chinese

startups were spun out of state-owned enterprises (Hurun, 2024).

The state also plays a role as direct (minority) owner of platform firms.

Chinese state entities have taken ‘golden shares’ in a number firms like

Alibaba, Tencent, and ByteDance. Alibaba recently disclosed that state funds

had purchased such stakes in over twelve of its business entities (Zheng, 2024).

Table 4 (cont.)

Holder
Common Shares
Outstanding (%) Country Owner Type

Invesco Ltd. 0.44 USA Traditional
investment
managers

Fidelity
International
Ltd.

0.41 Bermuda Traditional
investment
managers

UBS Asset
Management
AG

0.36 Switzerland Traditional
investment
managers

Dimensional Fund
Advisors LP

0.34 USA Traditional
investment
managers

Geode Capital
Management
LLC

0.34 USA Traditional
investment
managers

abrdn PLC 0.3 United
Kingdom

Traditional
investment
managers

Canada Pension
Plan Investment
Board

0.29 Canada Government
pension
sponsors

Massachusetts
Financial
Services
Company

0.29 USA Traditional
investment
managers

Source: S&P Capital IQ Pro

38 Reinventing Capitalism

https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009446594
https://www.cambridge.org/core


These specially issued shares, though nominally small, permit state agencies

significant powers to nominate company directors or grant them privileged

control over board-level decision-making processes. Even when not used dir-

ectly, they are likely to restrict the independence of companies and offer insight

into their operations for the party-state – by embedding cadres in privileged

positions within big tech firms.

None of this is to say that the party-state enjoys total or unidirectional

power over its platform sector. On the contrary, it remains deeply reliant

upon the dynamism and innovation capabilities of the private economy. The

‘regulatory storm’ ultimately blew over in 2023, and Jack Ma was politically

rehabilitated in February of 2025 when President Xi convened a forum with

Chinese tech leaders (Zhang, 2025). The CEO of Hangzhou’s DeepSeek –

a private AI firm with few connections to the party-state which launched its

DeepSeek-R1 large language model the month before – was also in attend-

ance. Xi proclaimed his commitment to deploying the full resources of the

state towards supporting the development of the new breed of AI models

being developed or sponsored by China’s technology firms at a Politburo

study session in April 2025 (Xinhua, 2025).

4.4 Internationalization Drive

China’s digital giants have made significant progress in their efforts to expand

overseas. Four of the US top-ten most downloaded smartphone apps are

Chinese owned (see Table 5). And Alibaba Group, for instance, derives over

a third of its revenues from its international operations (Liu, 2024b). China’s

platform firms have profit motives firmly in mind when growing overseas

operations. As Shen (2022b) writes, there exist ‘complicated forms of power

struggles among different government entities and units of internet capital

across hardware, network and application layers’. Firms like Tencent and

Alibaba compete directly with one another for market share in fields like

cloud computing.

Rather than acting as a constraint on their competitiveness, engagement with

the state provides critical support for Chinese platforms’ efforts to international-

ize their businesses. Key in this regard is the ‘Digital Silk Road’ (DSR), which

was launched in 2017 as a component of the broader Belt and Road Initiative

(BRI), and aims to consolidate, integrate, and expand the activities of China’s

platform firms in the name of international development objectives. The DSR is

necessary precisely because most of what nominally constitute its activities are

driven by the commercial decisions of private internet firms, rather than centrally

co-ordinated by ministries or carried out by state actors.
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Table 5 China’s tech stack and its global expansion

Category Industries Key firms
Overseas markets
and competition

Applications/
interfaces

e-Commerce,
Smart City,
Fintech, Social
Media, gaming,
commercial AI

Alibaba,
Huawei,
Tencent,
private
SMEs

Dominant in
Southeast Asia and
Africa, increasing
global reach.

Cloud services Cloud, Server,
Data Centre
Services

Huawei,
Tencent,
Alibaba

Strong in Southeast
Asia and Middle
East, small share
(~5%) of global
markets.

Digital devices Phones, Tablets,
PCs, Modems

Transsion,
Oppo, Vivo,
Xiaomi, DJI,
XAG

Major players in
emerging markets
(including non-BRI
countries like
India).

Telecom
infrastructure

3/4/5/6 G;
Submarine,
Terrestrial, and
Satellite
Connections

Huawei/HMN,
ZTE, Inspur,
China
Mobile,
Unicom,
China
Telecom,
China
Unicom

Compete with Nokia,
Ericsson, and
Samsung in
emerging
economies.
Compete with US
platform giants in
undersea cabling.
Compete with
Vodafone, Telenor,
Verizon, and AT&T
in BRI countries,
esp. Africa and
Central Asia.

IT/Smart
infrastructure

Smart energy
projects like
photovoltaic
networks,
virtual power
plants; hardware
and software for
smart-city
infrastructures

Alibaba,
Huawei,
ZTE,
Hikvision,
State Grid
Corporation
of China,
smart-energy
SMEs

Competing globally in
smart city projects
against Amazon,
Microsoft, Google,
ABB, Siemens, and
GE.

Source: Authors, adapted from Triolo (2022) and Heeks et al. (2024)
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The importance of the party-state’s support for China’s private internet giants

should not be underestimated. China’s platform firms mobilize the Digital Silk

Road (DSR) like a franchise model, seeking to obtain official policy support for

their profit-driven investment decisions (Triolo, 2022). China’s telecomsfirms are

encouraged to invest directly in provisioning of hard infrastructure overseas as

part of the BRI and DSR. Subject to soft budget constraints (by way of preferen-

tial access to state financing), they are consequently able to prioritize strategic

objectives, such as expanding coverage at the expense of profits. Private firms

operating at other layers of the stack (see Table 5) leverage Chinese state firms’

significant cost advantages in providing hardware such as undersea cabling, 5/6 G

base stations, and telecommunications networks. Contracts and financing for hard

infrastructure often include conditions necessitating further spending with

Chinese entities or simply are only interoperable with Chinese software pro-

viders – and so produce ‘cross-layer dependencies’ (Heeks et al., 2024). As such,

multiple products and services are ‘bundled’ with one another, integrating

Chinese firms across layers of a third country’s technology stack.

China’s state platform capitalism is perhaps most visible overseas in

Southeast Asia, where Chinese platforms have expanded rapidly (Jia et al.,

2018). Overseas Chinese populations with have provided a ready audience for

Chinese e-commerce, social media, and digital payments platforms. And gov-

ernments in the region often have few reservations about collaborating with

Chinese firms – especially when major investments and favourable financing

deals are on offer. In Malaysia, the state-backed Malaysia Digital Economy

Corporation collaborated with Alibaba’s Cainiao logistics platform and Lazada

e-commerce system to develop a Digital Free Trade Zone (DFTZ) as part of

a major Kuala Lumpur logistics cluster in 2017 (Naughton, 2020a). The DFTZ

is the first major overseas project to incorporate the Ali-led electronic World

Trade Platform (eWTP), a digital trade facilitation initiative initiated by Jack

Ma endorsed by the 2016 G20 summit. Alibaba collaborated with Chinese

ministerial heads to obtain permission for private provision of customs checks

through online verification and clearance mechanisms in support of the DFTZ

(Wang and Yu, 2022). A second eWTP-integrated zone went into operation in

Thailand in 2022 (Cao, 2022). In Indonesia, Huawei and ZTE increasingly

provide extensive physical networking infrastructure, software solutions and

cybersecurity training packages to local and national governments (Priyandita

et al., 2022). This has enabled and encouraged the entry of Chinese smartphone,

fintech, and cloud players into Indonesia at scale (Rakhmat, 2022, He, 2024).

China’s firms have expanded to challenge US incumbents because they offer

vital digital infrastructures and services at highly competitive prices. This is

especially so in Global South markets where weak competition and high
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demand for connectivity exists (Ho et al., 2023). Nevertheless, Chinese plat-

form internationalization gives substantial power to Chinese firms as they

embed third countries within a Chinese ‘digital ecosystem’ (Hinane El-Kadi,

2024). And the Chinese state plays a proactive role in supporting and securing

the international expansion of its digital technology giants, re-emphasizing its

commitment to the DSR at the Xi’an World Internet Conference in 2024 (Jiang,

2024). China’s top economic planning body, the National Development and

Reform Commission, recently published a strategy document pledging to

further expand DSR activities as a policy priority in the coming years. As

China’s platforms develop international commercial expansion strategies

which more systematically incorporate the support of state actors and agencies

(Oh and No, 2020), they have begun to make significant progress in challenging

US dominance of global cyberspace, while assisting Chinese efforts to exercise

digital ‘infrastructural power’ globally (Munn, 2023).

Part II Spheres of Competition

Part I charted the rise of a new system of competition in the global political

economy: state platform capitalism. Section 1 provided a schematic history and

conceptualization of SPC’s logic. Focusing on the world’s two foremost digital

ecosystems, the United States and China, Sections 2 and 3 pointed out how

these differ both in their internal configurations of state-platform relations, and

in their mechanisms for international expansion. However, these sections also

identified striking similarities between how the Chinese and US states engage

with their domestic digital platform firms collaboratively – to ensure their

international influence by building geographically extensive ‘national’ technol-

ogy stacks.

Discrete, national technology stacks do not, of course, exist in reality. As long

as the internet is built upon an open architecture, its total balkanization remains

a technical impossibility (Mueller, 2017). Both the United States and Chinese

national stacks continue to interpenetrate one another, with considerable

Chinese hardware and software used in the United States, and likewise with

American technology in China. And both stacks have long since overspilled

their national boundaries. The United States in particular exhibits a world-

spanning presence, while China is making considerable progress in internation-

alizing its digital technology ecosystem.

Nevertheless, the emergence of platform giants has made it considerably

easier to develop sanitized and nationally centred digital ecosystems,

which are difficult, undesirable or inconvenient for users to leave

(Kontareva and Kenney, 2023; Mihelj, 2023). The power of first-mover
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advantage and lock-in, combined with their world-leading capabilities, ties

many global users (individuals, firms, and governments) to US digital

platforms. And the rise of state capitalist initiatives such as the Clean

Network serves to deter adoption of Chinese technology. Where Chinese

technologies are in use, bundling practices enabling interoperability

between tiered layers of hardware and software make switching to US

technologies overly costly and/or burdensome, encouraging further inte-

gration with Chinese platforms. As such, while the internet remains

immune to ‘technical fragmentation’, the US and China’s national stacks

are increasingly ‘real abstractions’ which shape technology adoption and

digital ecosystems well beyond their borders (de Seta, 2021).

In Part II, we elaborate on how these digital ecosystems are increasingly defined

by their competition and rivalry, as the United States and China compete to secure

platform dominance and to reap the gains of governing through platforms. The

United States, as the global digital incumbent, wants to preserve and expand its

global platform power by ensuring no rival firms can emerge and that ‘latecomer

industrial strategies’ of the kind pursued by China do not significantly displace US

incumbents. The United States is mobilizing an expanding suite of tools to meet

this challenge. As a latecomer, China is able to employ a different competition

strategy to the United States. It is more accepting of its technologies being

integrated with others – including those from the United States – in third countries.

Meanwhile the United States has pursued a more rigorous ‘stack rationalization’

approach, attempting to eliminate as far as possible all traces of Chinese technology

it deems threatening. For now, this grants China an advantage, as it can focus more

attention on rollout, implementation, and ecosystem development, while the

United States must do all this alongside devising exclusionary agreements and

encouraging adoption of more expensive alternatives to Chinese suppliers. In the

process, SPC competition increasingly and systematically blurs the boundaries

between state and private actors.

In the remainder of this text, we examine how this competition unfolds across

four different spheres: digital currencies, cybersecurity, standards, and smart

cities. We focus on these four spheres because while none are traditional sectors

of the economy, but they represent key areas where powerful platform firms and

states can reshape rules, institutions, and norms in ways which embed their

technologies ever more deeply in third countries’ technology stacks.

5 Digital Currencies

The United States is the world’s supreme monetary power. The US dollar

remains the most widely used currency for cross-border payments by far,
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representing about half of all trade settlements and 62% of global forex

reserves. The dollar maintains an enduring power vis-à-vis its major rivals,

including the renminbi (RMB).

[T]here appears to be just one true pole in the system–namely, the US dollar.
The euro, number two globally, lags well behind the greenback; other sec-
ondary currencies appear to be little more than niche players; and the RMB is
so far back in the race that it still barely even registers. (Benney and Cohen,
2022, 458)

The dollar’s dominance is tied up with the outsized role of the US financial

system – the world’s most powerful by virtually anymetric (see Fichtner, 2017).

The dollar, the US banking system, and the Fed provide the financial and

technical architecture which enable other parties in the world economy to

pursue international trade and investment. The global dollar system can itself

be understood as a kind of platform, since most greenback transactions do not

involve paper currency but rather movements on digital ledgers controlled by

messaging infrastructure. Just one-tenth of dollars exists in physical form

(Black, 2020). A majority of all dollar deposits are held outside of the United

States as ‘eurodollars’.

Some economies such as El Salvador are fully dollarized, while a sizeable

minority peg their currencies to its value. The US government exerts power over

this system through the Federal Reserve’s autonomy over broad money creation

and the setting of interest rates. Dollar dominance is upheld by the ‘swap lines’

through which the US Federal Reserve trades dollars for other currencies with

central banks’ (Pape, 2022), acting as an effective lender of last resort during

periods of currency pressure. The dollar’s stability, ubiquity, and the liquidity of

currency and US financial markets grant the United States the ‘exorbitant privil-

ege’ of an ability to run endless deficits, alongside the ‘exorbitant burden’ of

consuming (via debt and security issuance) the world’s surpluses (Pettis, 2011).

The dollar’s global role as financial lubricant within the international banking

system is underpinned by the messaging system provided by the Society for

Worldwide Interbank Financial Telecommunication (SWIFT), Clearing House

Interbank Payments System (CHIPS) which nets and clears interbank pay-

ments, and the Fedwire Funds Service which manages central bank transac-

tions. All three are dependent upon American regulatory institutions to function

(Carter, 2012). Even SWIFT, despite being formally headquartered in Brussels

and regulated by the Belgian central bank, is vulnerable to US financial sanc-

tions due to its Virginia-based mirroring data centre. This has made it a key

source of information for US counter-terror operations (Farrell and Newman,
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2023). These formal and customary institutions underpin and reinforce dollar

dominance and provide the United States with instruments to target and isolate

geopolitical rivals. Even US allies such as the EU are not exempt from the long

shadow cast by the US dollar, and they have little choice but to comply with US

policy (de Goede, 2021).

For developing countries, the combined threat of vulnerability to dollar

outflows, alongside the growing threats from Washington to weaponize the

dollar, create strong incentives for targeted countries (including China) to

bypass these systems. Countries directly targeted by US sanctions and financial

power – including China – are eager to find an alternative to the dollar. Even US

allies have expressed frustration with the dollar dominated financial system,

because they are subject to ‘secondary sanctions’. The Russia-Ukraine war has

substantially accelerated efforts to break dollar dominance, since the United

States and European Union took exceptional measures to restrict Russia’s

access to the global financial system, leveraged points of integration (including

SWIFT) against it, and froze Russian dollar and euro deposits held by Western

central banks.

These factors have given a major impetus to China’s efforts to construct an

alternative monetary and financial architecture to the dollar (Choyleva, 2022).

China’s Cross-Border Interbank Payment System (CIPS) – established in

2015 – provides an integrated alternative to the combined functions of

SWIFT and CHIPS. It combines messaging services with clearing and settle-

ment functions, largely bypassing the existing US-centric financial system

(although the two remain interoperable) (Nölke, 2022). CIPS remains roughly

10% the size of SWIFT and CHIPS, but has grown very rapidly. In addition to

promoting use of RMB in its bilateral trading relationships, China has also

worked to denominate a growing range of assets (such as its abundant rare

metals) and associated financial instruments in RMB (Liu, 2024c). To facilitate

such efforts, China has built up RMB swap lines with over forty foreign central

banks and made $500 bn worth of RMB available to partners (McDowell, 2019;

Steil et al., 2024). The RMB’s share of all trade financing remains at 7% of

world total. However, the share of China’s own cross-border payments and

receipts denominated in RMB hit a new peak of 53% in 2024, with its use of the

dollar to settle trades falling to just 43%. Not surprisingly, the RMB is used

amongst China’s major trading partners to a considerable degree more than

other countries. This has led the IMF to warn of ‘geoeconomic fragmentation’

into currency blocs (Gopinath, 2024).

China’s efforts to build an alternative to the US dollar system are interdepend-

ent with the digitalization and platformization of money. Digital tokens are
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increasingly issued by large platforms and circulate as forms of money. They

offer real-time clearing capabilities, while their creators may gain unprecedented

transaction-level data. Here, China has a strong first-mover advantage. Its prin-

ciple private digital currencies (operated by Alibaba Pay and Tencent’s

WeChat) already accounted for around $7 trillion of transactions in 2022. Their

payments are cleared by the central bank’s Netsunion system, which captures

detailed, real-time transaction data. The People’s Bank of China has also devel-

oped a central bank digital currency (CBDC), made interoperable with existing

private digital currencies by political pressure (Kynge and Sun, 2021). For

example, QR-code payment systems for e-CNY now function over Alipay.

China’s public and private digital currencies appear set to become increasingly

merged into the future.

Further, a cross-border, real-time and ledger-based payments system,

mBridge, is being developed in tandem with the Bank for International

Settlements, the Hong Kong monetary authority, and the Thai, UAE, and

Saudi central banks (Jones, 2024).5 Tencent was involved in designing its

architecture, and the project successfully settled a $22 m transaction in 2023.

mBridge and the e-CNY raise the possibility of a multi-central bank digital

currency bypassing US financial infrastructure (Nölke, 2022). Moreover, pri-

vate systems like Alipay and Wechat Pay’s overseas adoption and interoper-

ability with foreign payments systems are boosted by large-scale Chinese

tourism and trade invoicing (Chorzempa and Spielberger, 2025). Choyleva

(2022) suggests that the transition to an e-CNY could potentially make China

more likely to liberalize its capital accounts, because it offers authorities the

capacity to monitor real-time data on inflows and outflows in granular fashion.

In theory, authorities could pre-empt capital flight, negating the need for broad-

based and permanent capital controls.

However, China’s closed capital accounts, the shallowness of its financial

markets, and its mostly inconvertible currency mean that the e-CNY and its

private-sector digital currencies do not appear to be viable candidates for

replacing the dollar in the near to medium term (Deng, 2024). Indeed, while

they may be used to settle bilateral trade, they are unlikely to be used as

a reserve currency, for transactions not involving China, or for asset denom-

ination. Nor would the present role of the United States as consumer of last

resort be upset by more widespread adoption of an e-CNY alone

(Eichengreen, 2021). The US role as a backstop consumer, alongside its

5 Concern regarding China’s role prompted the BIS to withdraw from mBridge in October 2024,
but the project continues to expand.
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deep and liquid financial markets, creates an ‘organic’ demand for dollars

(Schwartz, 2019).

China’s attempts to undermine the hegemony of the US dollar are also

hastening US innovation in this area. In response to both Chinese advances

and the emergence of Diem (Meta’s ultimately failed digital currency), US

Treasury Secretary Janet Yellen initiated exploration of a US CBDC.

Discussing the mooted FedCoin, the Federal Reserve (2024) states that ‘a

CBDCwould be the safest digital asset available to the general public, with no

associated credit or liquidity risk’. Adoption of a CBDC, however, has been

temporarily rejected by the second Trump administration, which favours the

use of private cryptocurrencies. The United States prefers to mobilize the

dollar’s existing global role by supporting its fintech platforms, which in turn

offer it enormous surveillance power over global transactions. Payment plat-

forms like Paypal and Venmo operate globally, building ‘rails’ between the

dollar system in which they are rooted – where ‘real’ money flows and clears

slowly – and the token-based currencies they issue and front (O’Dwyer, 2023).

The spread of US-backed fintech firms vastly enhances its surveillance and

sanctioning capabilities. Using the Bank Secrecy Act (1970), the Patriot Act

(2001), and the Anti-Money Laundering Act (2020), US regulators – espe-

cially its powerful Financial Crimes Enforcement Network (FinCEN) – have

virtually unrestricted access to transaction-level data from US platforms. The

United States has been highly active in carving out global market access for its

fintech firms (Jutel, 2021).

US-China rivalry in platform-based fintech and digital currencies initially

had distinct implications for their conventional banking sectors. In the United

States, traditional banks have broadly benefitted from fintech from the outset,

partnering with platforms and tech giants to leverage digital payments and

data analytics capabilities without significant displacement of incumbent

power. In contrast, China’s state-dominated banking sector initially saw

fintech giants (such as Ant Financial and Tencent) as threats, as they displaced

existing payment infrastructures and lending functions. However, the tech-

nology sector crackdown and e-CNY rollout have served to partly reassert

state control over financial infrastructure, and made the Chinese state more

prepared to back its private digital currency expansion overseas. Thus, fintech

rivalry has bolstered US banks through market-driven alliances, while stabil-

izing yet constraining China’s platforms through enforced collaboration and

oversight from state banks. While the open global financial system continues

to favour the dollar, its dominance may erode as China’s digital currency

infrastructure grows, offering alternative trade and finance channels that

reduce US leverage to punish or exclude rivals.
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6 Cybersecurity

Early in November 1971, Captain John McNish of the USS Halibut stared at

a grainy image on a control room screen. The Halibut, a vintage nuclear-

powered submarine from the early 1950s, was anchored at a depth of 120

metres in the Sea of Okhostk off the Kamchatka peninsula – deep inside

Soviet territorial waters. McNish watched anxiously via video link as saturation

divers, wearing liquid-heated suits, left the submarine’s decompression cham-

ber and entered the murky depths. Moving slowly, they used airguns to blow

accumulated silt off a bump in the ocean floor, revealing a thick telephone cable

that connected the peninsula’s naval base to the Russian mainland, and carried

unencrypted conversations between senior commanders. After the dust settled,

they spent hours fixing a large battery-powered recording device to the cable,

before gathering a sample of the voices it transmitted. TheHalibutwould return

to Okhostk every six months for the next nine years, gathering and replacing

tapes and devices, and returning a treasure trove of strategic intelligence to the

Pentagon’s analysts in Washington DC (Sontag et al., 1998).

Operation Ivy Bells was one of the ColdWar’s most elaborate and significant

espionage missions. US analysts credit the intelligence it provided with laying

the basis for the 1979 SALT II nuclear arms agreement. Today, US agencies

continue to tap undersea cables. In 2005, it was revealed that the USS Jimmy

Carter had cable splicing capabilities which were used to intercept undersea

fibre optic networks (Weichert, 2024) – cables which extend over 1 million

kilometres and are estimated to carry 99% of all global internet traffic. The US

Navy’s ongoing efforts to purchase a replacement Virginia-class nuclear attack

submarine for the Carter, modified for spy usage and including cable tapping

and cutting capabilities, signal their ongoing significance (Honrada, 2023).

However, such efforts form only a small part of the National Security

Agency’s (NSA) arsenal. Far more common is the collection of data from fibre-

optic cables’ landing stations (as captured in Trevor Paglen’s photography).6

Typically conducted with the consent of cables’ operators, devices are placed

onto the transition points where undersea cables connect with terrestrial infra-

structure networks, refracting the light travelling through them and beaming the

mirrored data to US intelligence operatives (Khazan, 2013). Edward Snowden’s

2013 leaks revealed the mass data gathering provided by so-called ‘upstream’

collection programs FAIRVIEW, STORMBREW, BLARNEY, and OAKSTAR,

which developed these techniques (see Figure 2). The NSAwas able to under-

take such expansive surveillance initiatives thanks to the ‘extreme willingness’

6 See Sohn (2015). For detail on the vital role of British intelligence services in the NSA’s global
data gathering operations, see Mainwaring (2020).
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of its corporate partners to assist with data collection (Angwin et al., 2015). And

unlike wiretaps like Ivy Bells, today’s security services can gather far more than

simply voice communications.

Undersea fibre-optic internet cables have become a major site of platform

investment. Until 2010, legacy telecoms firms like AT&Tand Verizon accounted

for most investment in subsea cables. But platforms like Meta, Google, and

Amazon have driven a $20 bn investment boom in this infrastructure over the

past decade. Between 2020 and 2023, Meta, Microsoft, Amazon, and Google

accounted for approximately 90% of capital expenditure on new transatlantic

cables and 70% of that for transpacific cables (Hamilton and Quinlan, 2024, 98).

Platform giants today are also the biggest users of subsea bandwidth by far,

accounting for nearly three quarters of all traffic (Salgado, 2023). As such, US

firms (both platforms and telcos) own (fully or in part) more than 90 cables, and

represent the dominant investors in future projects (Dufetre, 2023).

Much of this new cabling infrastructure transmits platforms’ internal data

transfer needs (unlike that provided by the telcos operators, which lease cap-

acity to external users). Platforms’ exploding investments in physical infra-

structure of the internet are directly related to their efforts to expand digital

service offerings such as cloud computing, and cement their dominant competi-

tive position. As Blum and Baraka (2022) write of Google’s investments in

cabling: ‘Once the cable is up and running, Google’s network managers can

prioritize Google’s own data traffic, ensuring the performance and reliability of

Figure 2 NSA’s upstream and downstream data collection

Source: Wikimedia (2013)
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their cloud services – while using that reliability as the services’ key selling

point.’ To lay infrastructure, platforms typically form consortiums with key

cable suppliers such as SubCom (US), ASN (France), and NEC (Japan), who

produce and lay physical cabling, and telcos like AT&T which provide

expertise in deployment, maintenance, and operations.

Internet cables represent an important source of intelligence for those who

have access to their data. However, securing them is a monumental task because

new market entrants are emerging to meet spiralling demand. While dominated

by US platforms, telcos and cabling firms, Chinese operators have also recently

become important players in the subsea cabling market. HMN – a spinoff of

Huawei now owned by Hengtong (a Chinese private-sector national cham-

pion) – is now the world’s fourth largest cable supplier. Moreover, China’s

telcos like China Telecom and China Unicom have become major players in

international cable consortia. China’s firms privilege cable projects in the Asia

Pacific and Eurasia. Alongside their direct commercial objectives, these cable

projects can be understood as boosts to China’s Digital Silk Road strategy for

expanding the activities of its platform giants (Pitron, 2023).

The NSA’s experience with tapping landing stations and co-opting cable pro-

viders drives concern that China could use similar mechanisms the more it cements

its role as a global connectivity provider (Brock, 2023). The United States has

sought to contain China’s control over internet infrastructure in a number of ways,

including inhibiting its firms from investing in projects which interconnect with

China. In 2021, for example, the US FCC withdrew permission for Google and

Meta to activate the PacificLight cable –which ran betweenLAandEastAsia –due

to its passage through Hong Kong (FitzGerald and Purnell, 2021).

US pressure has also been extended internationally. The SeaMeWe-6 cable,

currently under construction, will connect Singapore and France via nine other

countries. The international consortium that planned to lay the cable initially

involved Chinese firms including HMN. The project was disrupted in 2023 when

the United States sanctioned HMN and successfully pushed for SubCom to

replace HMN as a supplier. This drove Chinese telcos out of the consortium,

and they subsequently announced their own project, EMA (Europe-Middle East-

Asia). EMA is a $500 m project that will connect Hong Kong and Hainan with

Singapore, Pakistan, Saudi Arabia, Egypt, and France, and thereby undermine US

efforts to isolate Hong Kong from the global internet (Brock, 2023). However,

currently no new subsea cables are planned to connect either mainland China or

Hong Kong internationally beyond 2025. This demonstrates the effectiveness of

the US campaign to limit China’s connectivity (Takeda and Ban, 2024).

In addition to the upstream cable-tapping programs revealed by Snowden

was the downstream ‘PRISM’ program – mass data-gathering conducted
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directly from platform companies’ servers with their full cooperation. Because

platform firms remain domiciled within the United States, they are effectively

defenceless against such state claims upon their data. Section 702 of the Foreign

Intelligence Services Act (FISA) provides legal pretext and a framework for the

NSA to gather communications data from foreign citizens and (to a more

limited degree) access US citizens’ data. Recent reports show that

Section 702 is in widespread use for gathering US citizen data (Ackerman,

2023). It was also recently reported that another key plank of the PRISM

program, XKeyscore, ‘continues to operate with no judicial and limited con-

gressional oversight despite its potential to capture Americans’ communica-

tions’ (Nakashima, 2021). XKeyscore gathers data on individuals’ emails,

social media activity, and browsing history from internet service providers

and platforms to build detailed user profiles searchable by intelligence analysts.

The US CLOUD Act of 2018 permits state access to any US-domiciled cloud

provider’s overseas data servers (if not contested in court). Since over 70% of

global data flows through Loudon, Virginia, due to the intensive clustering of

data centres in the city, such provisions are rarely required. Executive Order

12,333 – a piece of Cold War legislation subsequently updated by George

W. Bush – offers another legal avenue for surveillance activities to be conducted

outside of the FISA framework and rulebook.

The data collected by platforms is increasingly recognized as a geopolitical

asset (Gu, 2023). Concerns about election interference, data leaks, industrial

espionage, and cyberattacks have fostered moves towards the ‘securitization of

everything’ by governments (Newlove-Eriksson, 2022). The US government’s

strategy to enhance cybersecurity contributes to the deepened incorporation of

American platform firms into the military-industrial complex. Historically, the

US government understood cyber threats as ‘technical problems to be solved

primarily with a combination of defensive and limited deterrence measures’

(Alperovitch, 2022, 46). But cybersecurity is increasingly becoming an active

field of geopolitical and geoeconomic competition in the face of incidents like

the Solarwinds and Volt Typhoon hacks. Donald Trump’s first administration

responded by making the US Cyber Command a unified combatant command

within the US military, and establishing the Cybersecurity and Infrastructure

Security Agency (CISA) in the Department of Homeland Security (DHS).

Through the creation of bodies like the DHS’s Innovation Programme and its

Science and Technology Directorate, Washington has increasingly ‘sought to

play a market facilitation role with the broader internet technology sector to

encourage [state-firm] cooperation’ on cybersecurity (Aggarwal and Reddie,

2018, 454). The Department of Defense (2023) National Security Strategy

established a Bureau of Cyberspace and Digital Policy to boost US platforms’
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international expansion under the guise of embedding its firms as global

cybersecurity providers. When Microsoft purchased a stake in UAE’s flagship

AI firm G42, on the pretext of securing sensitive data by beating out Chinese

investors, the Bureau’s Ambassador commented that he had ‘been in close

contact with UAE Government, with G42, and with Microsoft to help ensure

that that investment’ (Fick, 2024).

China, meanwhile, has sought to develop a complex assortment of internet

management tools and mechanisms to assert control over domestic internet

content. These practices enlist platforms as partners and further their commer-

cial ambitions. President Xi formed the Cyberspace Administration of China

(CAC) in 2014 to integrate cyber-security policy with the development of the

digital economy. The CAC formalized state control over the domestic internet

with the National Cyber Security Law of 2016, which formally grants the state

substantial legal authority over online content, cross border flows, and jurisdic-

tion over foreign cyber operations inside China (Hong and Goodnight, 2020).

China has moved to restrict usage of US technologies across swathes of the

Chinese technology stack by developing greater domestic capabilities. This rep-

resents an urgent task given that Creemers (2020, 116) cites Chinese research

claiming that in 2014, ‘82 percent of servers, 73.9 percent of storage equipment,

95.6 percent of operating systems and 91.7 percent of databases’ employed in

China were provided by foreign, principally US-based, firms (e.g., Microsoft,

Cisco, Apple). In an attempt toweaken the position ofAmerican technology firms

in China, China’s SASAC (which oversees its state enterprises) issued Directive

79 in September 2022, directing state firms to remove all foreign software and

hardware from their enterprises by 2027 (Lin, 2024). Further, China’s stringent

data localization requirements have meant significant stores of data have been

shifted from foreign servers to Chinese joint-ventures – such as Apple’s Chinese

user data, formerly hosted in the United States but subsequently moved to

Guizhou-Yunshang’s servers, a firm backed by the Guizhou provincial govern-

ment (Kokas, 2018). China’s data localization regime appears to have given

Chinese platforms an edge when operating in similarly restrictive environments

overseas, which pose a greater challenge to US models predicated upon wide-

spread data export (O’Grady, 2024).

A more expansive conception of data and cybersecurity driven by concern

about data flows is fuelling concern amongst US policymakers about Chinese

platforms’ commercial expansion. While the case of Huawei is well known

(Liu, 2021), more recently controversies have surrounded digital platforms such

as Bytedance’s TikTok, the fast-fashion platform Shein, and the e-commerce

app Temu – all of which have penetrated global markets to significant degrees.

Despite finding no evidence of ‘backdoors’ being designed into such digital
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technologies by the Chinese state for surveillance purposes (Gray, 2021),

policymakers have aimed to curtail the influence of such platforms by raising

security concerns. For example, US lawmakers cast aspersions on TikTok’s

parent company ByteDance for potentially sharing US user data with the

Chinese state (Bartz and Dang, 2021). And the chair of the UK Parliament’s

Foreign Affairs Committee, Tom Tugendhat (2021), warned of Shein’s

recommendation algorithms as a ‘sinister cross between surveillance and

capitalism . . . [deploying] a data collection network to rival many of the world’s

intelligence agencies’. Temu’s advertisements during the 2024 Superbowl drew

condemnation from US lawmakers, with Republican Senator Tom Cotton

posting on X that Temu ‘must allow the Communist Party unfettered access

to its data’.7 Such hyperbolic logic is intelligible if ‘cybersecurity’ is interpreted

to mean control by the United States and its allies over critical stack infrastruc-

tures into the future, which growing Chinese commercial prowess is beginning

to erode (Tang, 2020).

The United States had long favoured a laissez-faire approach to data flows,

supporting stringent restrictions on data localization and privacy requirements,

to the benefit of its world-spanning platform firms. But Katherine Tai, then US

Trade Representative (USTR), formally reversed the US position on digital

trade at the WTO in September 2023 in favour of a more restrictive approach to

data flows. Domestically, this was understood as a pitch battle between the ‘anti-

monopolist’ Tai and the National Security Council, which favoured upholding

free digital trade (and the predominant position of US platform giants) at all

costs. However, the shift in the USTR position signals that the United States is

responding to the growing success of Chinese platforms’ internationalization by

adapting its own data regime and understanding of cyber-security in ways

enable states to raise protections against Chinese data exports. Domestically,

the Biden administration passed Executive Order 13873 and the Protecting

Americans’ Data from Foreign Adversaries Act of 2024, both of which set up

a framework for limiting bulk data flows to a list of ‘adversary’ countries

(including China). Trump’s second administration has upheld these restrictions.

Internationally, as Ruiz and Savona (2023) argue, creating ‘regulatory space

within digital trade could mean precisely setting up parameters on how data

flows may be protected from undue interference’ – assisting the United States in

rebuffing Chinese platforms’ advances (particularly in the field of AI) through

stricter regulations on data exports. For both the United States and China, then,

the goals of advancing platform prowess and state power are converging on an

expanded notion of cybersecurity.

7 https://x.com/SenTomCotton/status/1757055483217604697?lang=en.
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7 Standards

The setting of global standards may seem like an arcane field. But when it comes

to standards for frontier technology, it is also a field of intense geopolitical

rivalry that entangles firms as well as governments. A recent White House

(2023, 3) strategy document starkly sets out the significance of standards setting

for the United States:

Strength in standards development has been instrumental to the United
States’ global technological leadership . . . Today, however, the United
States faces challenges to its longstanding standards leadership, and to the
core principles of international standard-setting that, together with like-
minded partners, we have upheld for decades. Strategic competitors are
actively seeking to influence international standards development, particu-
larly for [critical emerging technologies], to advance their military-industrial
policies and autocratic objectives.

Technical standards are of unique significance in platform competition,

because standards underpin the compatibility and integration of hardware,

software, and services across layers of the technology stack (Bergsen et al.,

2022). Control of standards consequently allows platform firms to orchestrate

greater control over market structures and industrial ecosystems, enhancing

their infrastructural power.

The United States has been able to define the standards that govern the internet

and make its transnational expansion possible. Its power over internet standards

got off to an inauspicious start. Vint Cerf and Bob Kahn, a young Stanford

professor and an ARPA engineer who had worked on aspects of the

ARPANET, locked themselves in a hotel conference room in the summer of

1973 and wrote the protocols for TCP/IP – the packet switching rules which

continue to enable networking to this day (Levine, 2018). Initially designed for

military purposes, Cerf, Kahn and ARPA’s success in interconnecting networks

eventually spawned the civilian internet. As its creation began to take off, ARPA

established the Internet Engineering Task Force (IETF), a private body of sixteen

researchers and engineers, to oversee and codify its burgeoning suite of technical

standards for networking devices. As Yates and Murphy (2022, 10) write:

IETF’s process differed significantly from that of other private standards
bodies; it had no membership (anyone could attend any meeting), no for-
mal/voting, no required balance of stakeholders, no system for representing
different parts of the world, and a famously raucous, argumentative style.

Today, the IETF remains the single most important standards-setting body

ensuring interoperability in internet governance. But despite its reputation as an
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‘open’ and meritocratic organization, US platform giants increasingly dominate

proceedings: ‘[M]ost IETF participants are from large corporations and key

proposals are concentrated into a small group of companies which sponsor

individuals’ participation in the form of time and travel to annual meetings’

(Harcourt et al., 2020, 38). Other important bodies covering internet technology

standards include industry-led fora like the W3C, 3GPP, and the IEEE, along-

side intergovernmental bodies like the ISO/IEC and the ITU. A recent Atlantic

Council study demonstrates that the United States retains overwhelming dom-

inance across these various standards developing organizations (SDOs) (Neaher

et al., 2021). And despite their reputation as industry-led and multistakeholder

fora, US state agencies have long worked to ensure that US platform firms enjoy

influence within SDOs. SDOs function as an important source of international

political economic power as they create a smooth global playing field for US

tech giants and encode their innovations as the standards upon which in global

technology stacks operate (Hill, 2014; Powers and Jablonski, 2015).

Alongside their dominance in international standards stetting bodies, US

platforms also dominate private, de facto standard setting (Giblin and

Doctorow, 2022). A core component of the platform business model is to anchor

de facto standards (such as operating systems or app stores) within technology

stacks (Müller et al., 2011). For instance, feature phone internet access across

much of the African continent is dominated by Facebook’s Free Basics internet

service (banned by India, however, on the grounds of its violation of net

neutrality). And Google, through its Google Station program, has embedded

itself in technology stacks throughout the Global South by rolling out freeWi-Fi

at over 5000 locations worldwide (Oyedemi, 2021). Similarly, the AI chip

designer NVIDIA designed its platform and code library to only interoperate

with its GPU semiconductors, making access indispensable for cutting-edge AI

applications (including in China, which is striving to develop a fully autono-

mous AI industry) (Cusumano, 2023). Such approaches accord with Hart and

Kim’s (2002, 1) definition of Wintelism as ‘strategies for controlling architec-

tural standards in a horizontally segmented industry’.

China is often accused of trying to develop a ‘splinternet’ by undermining the

mixture of standards and protocols that underpin the open internet (Kenyon,

2021). Huawei’s development of a ‘new IP’ (a centralized and de-anonymized

alternative to TCP/IP, so far rejected at various SDOs) is a prominent example

mobilized by critics (Campanella and Haigh, 2023). But the example is often

used misleadingly. China is indeed developing an increasingly comprehensive

strategy to counter US state-platform power by challenging its chokehold over

internet standardization. But rather than trying to fragment this fundamental

architecture (Nanni, 2021), China’s strategy is to achieve commercial
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dominance by becoming a global standards-setting power through techno-

logical innovation (Yoo and Mueller, 2024). If successful, its platforms will

construct powerful international ecosystems of their own without the need to

instantiate ‘walled gardens’ at the network layer.

China has made concerted attempts to establish formal and informal stand-

ards of its own (Murphree and Breznitz, 2018). It successfully developed

a domestic standard for 3 G mobile communications (TD-SCDMA), which

was accepted as one of three viable standards at the International

Telecommunications Union [ITU]) (Gao, 2014). Subsequently, China has

developed national-level industrial plans to create international standards

since the publication of Made in China 2025 strategy by the Ministry of

Industry and Information Technology (Malkin, 2020). MiC2025 was followed

by the 2018 China Standards 2035 strategy, which in turn generated the 2022

National Standardization Development Action Plan. The latter aims to set

global technological standards in a range of high-technology industries, includ-

ing explicit targets for software, operating systems and AI development (Wu,

2022). The Chinese state has filled positions at SDOs with political appointees

rather than corporate delegates (Rühlig, 2023).

China’s concerted efforts have met with some success. China has become

amongst the most active members of the International Organization for

Standardization (ISO) (Seaman, 2020), while Houlin Zhao served as Secretary-

General of the ITU from 2015 to 2022. During the race to develop 5 G

technology China successfully achieved ‘technical leadership and the first-

mover motivation’ (Kim et al., 2020, 6), establishing the largest portfolio of

standard essential patents (SEPs). Huawei has been the top filer of standard

essential patents (SEPs) for 5 G to the standards body 3GPP – ahead of both

Ericsson and Qualcomm (Ryugen and Hiroyuki, 2020). One recent investiga-

tion estimates Chinese firms (especially Huawei and ZTE) will continue to

succeed in the filing of next-generation 5.5 G patents, which will act as

milestones on the road to 6 G development. However, US efforts to isolate

China appear to have weakened its ability to set 5 G standards vis-à-vis rivals

like Cisco and Nokia (Kawakami and Miyajima, 2023).

Beyond this drive into de jure global standard setting, China has also sought to

establish de facto standards by encouraging adoption of its technologies. Far from

its origins as a messaging service, Tencent’s WeChat has become a ‘superapp’

which encompasses many third-party apps (‘mini-apps’). In this way, it has effect-

ively bypassed Android and Apple stores (which suffer restricted access within

China) and become a principle interfacing mechanism with the internet for many

users (Thun and Sturgeon, 2019). This has enabled Tencent to control a sizeable

ecosystem, forcing mini-app developers to conform to its technological standards.
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However, setting international standards has proven more challenging, and

requires supporting private internet players in their efforts to embed digital

technologies in international technology stacks. As noted in Section 3, ‘bund-

ling’, or full-stack offerings, are a key source of international advantage for

China. While its technologies may sometimes be behind the technological

frontier, their adoption is nevertheless encouraged either directly by lower

costs or by contractual stipulations bundling them with hardware where China

is cost-competitive (Seaman, 2020). In this way, the Digital Silk Road serves as

a vehicle for setting Chinese technical standards without necessitating their

adoption at SDOs. The 20% cost competitiveness in telecommunications hard-

ware offered by Huawei, for instance, incentivizes states to integrate with its

networking software ecosystem (Ghiasy and Krishnamurthy, 2020). It also

supports adoption of third-party systems, such as China’s BDS-3 satellite

navigation system, an alternative to US-operated GPS. CITCC recently con-

structed Tanzania’s upgraded broadband network to be compatible only with

Huawei routers (Agbebi, 2022, 5). Huawei’s HarmonyOS aims to use similar

mechanisms to displace Android and Apple, and has so far secured 4% market

share in this duopoly (Lan et al., 2022). Inroads into software provision can be

more easily made where Chinese internet cabling, data centres, and cloud

storage facilities are established (Shen, 2018; Munn, 2020). The rollout of

smart city technology, for instance, boosts Chinese software embeddedness

across economies and territories more generally (Feldstein, 2020), and allows

for the assembly of data from social media and payment apps WeChat and

Alipay (Ekman and de Esperanza Picardo, 2020). Similarly, SinoPharm and

SinoVac’s vaccine provision under the ‘health silk road’ have bolstered

Alibaba’s overseas expansion into third countries’ digital infrastructures,

because they are predicated upon cold-chain storage and delivery of vaccines

provided for by Alibaba’s cloud-computing system, via the Alibaba Health

platform (Habibi and Zhu, 2021).

As de facto standards become adopted, they act as a source of pressure

towards aligning ‘global technology standards developed by bodies such as

the International Telecommunication Union (ITU) with proprietary technolo-

gies used by Chinese suppliers’ (Robert and Paul, 2020). Aware of how

standard-setting capacities have cemented the dominance of its platform giants,

US state agencies are increasingly collaborating with big tech firms to limit the

space for Chinese (public and private) actors to continue to influence standards.

Plantin (2021), for example, cites the case of Open RAN. Nominally a set of

standards to ensure interoperability between components in a 5 G network, the

Open RAN ‘community’ mostly consists of US-sponsored SDOs which

exclude Chinese players. These groups (such as the Open RAN Policy
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Coalition) enjoy backing from the US Federal Communications Commission to

work to devise standards enabling the unbundling of 5G hardware and software,

in ways which enable US platform giants such as Facebook and Google to

collaborate with Huawei rivals Nokia and Ericsson to freeze out Chinese

competition.

Similarly, in the AI sphere, Chinese technology firms have become major

exporters of AI, as it integrates such services into broader technology and

infrastructure deals in areas like health, communications technology, and

e-governance. China has successfully captured market share on the African

continent by supplying ‘cloud storage capabilities, building out data centers,

and then integrating all of those technical systems with AI-capable tools’

(Bouey et al., 2023, 28). Although smaller than giant US rivals Amazon and

Microsoft, Alibaba and Tencent have become major global cloud service

providers. They operate large networks of global data centres, which are now

being integrated with these platforms’ growing AI capabilities such as

Alibaba’s Qwen (TechNode, 2023; Dobberstein, 2024). China’s increasingly

competitive position in global AI services provision raises the possibility of its

firms being able to set de facto standards in the global industry (Drexel and

Kelley, 2023). Domestically, China’s regulators have already begun to develop

a suite of technical standards for compliance with its increasingly expansive AI

and algorithmic regulations (such as techniques for watermarking AI-generated

content) (Sheehan, 2024). If these become embedded in its platforms’ global

offerings, they are likely to become embedded (Rühlig, 2023).

But in AI, as in networking equipment, the United States is using extant

standards-setting power as a cudgel with which to weaken China’s competitive

threat. As Bloomberg recently reported, ‘[s]ome American lawmakers have

argued that the United States should play a leading role in the shaping of global

AI governance, pointing to China’s advancements in the field as a safety and

competition concern’ (Saraiva, 2024). To this end, the United States recently

established an Artificial Intelligence Safety Institute (AISI) within its National

Institute of Standards and Technology. The AISI launched a state-industry

consortium for AI safety in February 2024, packed with over 200 industry

representatives including Google, Meta, Amazon, NVIDIA, and others

(Shepardson, 2024). The consortium will help the AISI fulfil its strategy, shared

in outline form in May 2024, to ‘ensure that AISI’s impact is sustained,

domestically and internationally, through the adoption of AI safety norms’

and standards (Artificial Intelligence Safety Institute, 2024). As it collaborates

with its domestic platform giants to produce technical standards for the AI

industry, the US government is also driving international initiatives designed to

cement its status as a leader of AI standards. It has played a leading role in the
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G7Hiroshima Process for developing international AI standards, which notably

excludes China (Habuka and Osa, 2024). At the same time, it recently drove the

adoption of the UN’s first resolution on AI governance, which calls for inter-

national standards for AI interoperability.

To the extent that the United States intervenes to restrict China’s ability to

standardize its technologies through formal bodies and mobilizes connections

between US state institutions and platform giants to head off Chinese competi-

tion, Chinese firms and state agencies would seem all the more likely to double

down on whatever de facto standardization avenues remain open. This implies

a potential for greater fragmentation of global standards, and bodies such as the

BRI’s Standards Organisation – yet to get off the ground – may be mobilized

more actively. This would mean that China establishes a series of de facto

standards, while the United States remains able to set de jure standards. If this

happens, which set of standards will be more widely used, how they will interact

with one another and what the impact will be for the internet as a whole will

become ever more intensely contested fields.

8 Smart Cities

The mutually reinforcing trends that have propelled SPC – state capitalism and

the platformization of ever grater spheres of economy and society – have also

shaped contemporary urbanization. UN Habitat, the supranational body’s div-

ision that is focused on cities, finalized the New Urban Agenda (NUA) in 2016

after an extensive consultation process with UNmember states and civil society

stakeholders.8 By ratifying the NUA, national governments began to reassert

authority over urban policy that they had significantly relinquished during

neoliberal reforms. Most importantly, the NUA obliges national governments

to establish a national urban policy, whose implementation is delegated to local

authorities. In other words, national governments are to make urban policies and

city governments are to enact them.

National urban policies increasingly leverage technology in pursuit of sus-

tainable urban development. Indeed, the NUA committed states to the rollout of

smart city programmes. Smart cities employ information and communication

technologies to gather data about the circulation of people and things within

cities. Various types of sensors are typically used to collect information, which

is acted upon, sometimes in real time, by automated systems. For example,

traffic lights can adjust to alleviate gridlock and clear the way for emergency

vehicles. Alternatively, people may monitor incoming data in control centres,

8 The UN General Assembly ratified the New Urban Agenda in December, 2016. The full text of
the agenda can be found here: https://habitat3.org/the-new-urban-agenda/.
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and they are alerted to anomalies by smart city systems. They can review

security camera footage and dispatch emergency services if necessary.

Smart cities are paradigmatic examples of platforms insofar as they combine

software and hardware in order to intermediate and influence interactions. Some

are out-of-the box greenfield projects that are conceived as ‘whole system’

smart cities from the outset (Gaffney and Robertson, 2018). But greenfield

smart cities are few in number, and most smart city technology is incorporated

into the urban environment incrementally (Shelton et al., 2015). For example,

a city may experiment with an automated traffic control system, while other

systems remain decidedly analogue.

Smart city systems make universal assumptions about how cities function,

but these are often at odds with particular characteristics of actual urban

environments. This explains why smart city systems have oftentimes performed

disappointingly, exposing a jarring disjuncture with the techno-utopian ideals

celebrated by their corporate proponents (Irazábal and Jirón, 2021).

Corporations tried to address this problem by establishing a series of universal

standards for smart cities.9 This effort was taken up by the International

Standards Organization, which disseminates standards to national standards

agencies. It introduced a series of standards surrounding the representation of

urban data, quality management processes and urban governance (Schindler

and Marvin, 2018). The idea was to render complex social worlds into a myriad

of legible relations among people and things, that could be observed, classified,

and ultimately influenced. Proponents of smart city standards hoped that this

would enhance the interoperability and effectiveness of smart city technology –

if cities could be reduced to a series of relations, then smart city systems could

be deployed in heterogeneous urban environments.

Efforts to establish smart city standards began in the early 2010s, when states

were reasserting their regulatory authority and platform firms were scaling up

their operations at breakneck speed. However, geopolitical rivalry between

United States and China was yet to burst into the open. Rather than

a competitor in the global smart city market or a geopolitical rival, China’s

rapidly growing cities were seen as a potentially lucrative market by vendors –

with one 2013 stock-take of smart cities asserting that they ‘will become the first

new industry of the twenty-first century’ (Townsend, 2013, 30). Indeed, China

was then undergoing an urban revolution unprecedented in human history, and

while Beijing made large-scale investments in urban infrastructure in response to

the financial crisis, municipal governments in Chinawere responsible formeeting

growth targets (Hsing, 2010). Many municipal governments eagerly embraced

9 ISO 37120, 37101, and 30182.
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smart city systems, while corporations from the OECD went to great lengths to

secure a first-mover advantage in China. For example, South Korea’s Samsung

coordinated the construction of a greenfield city – Songdo – which served as

a ‘test bed’ for technologies that purportedly presaged the future of ‘the new

China’ (Townsend, 2013).

But selling smart city solutions in China came with a catch – corporations

would have to be complicit in the state’s large-scale surveillance efforts.

American firm Cisco apparently didn’t mind. Its software was on display in

Songdo, and subsequently packaged in the innocuous sounding ‘Peaceful

Chongqing’ initiative. The Wall Street Journal reported in 2011:

The system, being built in the city of Chongqing over the next two to three
years, is among the largest and most sophisticated video-surveillance projects
of its kind in China, and perhaps the world. Dubbed ‘Peaceful Chongqing,’ it
is planned to cover a half-million intersections, neighborhoods and parks over
nearly 400 square miles, an area more than 25% larger than New York City.
(Chao and Clark, 2011)

Cisco supplied the software for Peaceful Chongqing, but like most smart

cities, the system involved a number of firms. For example, Chinese firm

Hikvision supplied many of the surveillance cameras. In the following decade

Hikvision significantly expanded its operations, and it now offers comprehen-

sive security systems that include hardware and software to firms and govern-

ments in more than 150 countries (Hikvision, 2024). Hikvision is not alone, as

many Chinese firms have participated in roughly 700 smart city initiatives

across the country (Yue et al., 2024).

Many of these Chinese ‘hidden champions’ have become global competitors of

their erstwhileAmerican, SouthKorean and Japanese partners. This has provoked

a fierce backlash, with critics pointing out that Chinese firms sell surveillance

technology such as facial recognition systems that can be used by governments to

monitor political opponents and activists (Atha et al., 2020). Emblematic of this

coverage was a New York Times story that reported on Ecuador’s use of Chinese

smart city technology (Mozur et al., 2019). It explained that a vast network of

cameras fed images back to 16 monitoring centres and the country’s ‘feared

domestic intelligence agency’. The system, known as ECU-911, was designed

and installed by a tie-up between Huawei and the state-owned China National

Electronics Import & Export Corporation. The story claimed that there were

agreements in place to build similar systems in Venezuela, Bolivia, and Angola.

Even more alarmist was an assessment of the operations of Chinese smart city

firms in Africa, that concluded ‘[t]he consequences for human rights on the

African continent are likely to be dire’ (Gravett, 2022).
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Scholars have questioned whether smart city systems built by Chinese firms

are genuinely more likely to engender authoritarian governance regimes than

technology from their competitors based in the OECD. In reality, governments

tend to rely on a range of stakeholders to incrementally deliver smart city

technologies into built environments. Rather than contract a Chinese firm to

build a ‘whole-system’ smart city, most cities integrate a patchwork of inter-

locking systems that evolve over time that include software and hardware from

numerous firms. Various systems (e.g. traffic monitoring, facial recognition

systems, smart energy management) are provided by ‘combinations of

Chinese, local, and even foreign actors [that] have participated in the initiation,

definition of requirements, technological design, implementation, management

and operation, and upgrade of the projects’ (Facundo Vila Seoane and Morena

Álvarez Velasco, 2024, 155). All of these have the potential to support poten-

tially authoritarian ends, regardless of their state of origin.

Chinese firms have principally captured a significant share of the smart cities

market because of their competitiveness. Far from engaging in nefarious authori-

tarian forms of solidarity, Chinese firms are simply responding to demand from

clients – some of whom may have authoritarian aspirations (He, 2024;

Majerowicz and de Carvalho, 2024). A more serious criticism is Chinese plat-

forms firms is that they can establishmonopoly positions that crowd out local tech

firms and inhibit learning-by-doing as they become embedded in urban software

systems (Hinane El-Kadi, 2024). And in their efforts to rapidly expand, Chinese

firms receive significant support from the state. This includes preferential finan-

cing and bundling with hard infrastructure provisioning, as well as access to

public funding for research and development.

Alibaba’s activity in Kuala Lumpur is illustrative of these dynamics. It

initially focused on a series of investments in discrete systems, such as cloud

computing and digital logistics management. These were integrated under

the Electronic World Trade Platform, whose purpose was to facilitate access

to markets and value chains for small and medium-sized enterprises. This

has subsequently evolved into a comprehensive smart city initiative called

City Brain, that Alibaba first pioneered in Hangzhou. It integrates a series of

platforms, facilitating customs clearance and logistics, as well as digital

traffic management and ‘the transplantation of Alibaba’s entire range of

cloud-based solutions’ (Naughton, 2020a). Importantly, Alibaba’s City

Brain embeds Chinese digital platforms within Malaysian infrastructure,

and this, more than the potential for abuse by autocrats, is what worries

US strategists.

Platform initiatives toward integration of numerous disparate systems into

a single citywide smart city supersystem that includes software, hardware and
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infrastructure, heightens security risk by expanding the ‘attack surface’ open to

hostile agents. A report jointly issued by cybersecurity services of the United

States, Canada, the UK, Australia, and New Zealand explains:

This expanded attack surface increases the opportunity for threat actors to
exploit a vulnerability for initial access, move laterally across networks, and
cause cascading, cross-sector disruptions of infrastructure operations, or
otherwise threaten confidentiality, integrity, and availability of organizational
data, systems, and networks. (Cybersecurity and Infrastructure Security
Agency, 2023, 4)

In the context of this expanded ‘attack surface’, US-aligned policy-

makers often argue that the inclusion of Chinese smart city technology

offers a ‘back door’ to critical infrastructure systems. Consequently, the

US-China Economic and Security Review Commission commissioned

research on Chinese smart cities, and the resultant report recommended

that the United States ‘should undertake measures to insulate certain types

of critical smart infrastructure from supply chain infiltration by Chinese

companies, especially core telecommunications infrastructure, electrical

power grid systems, and other categories that together make up the foun-

dation of smart city development’ (Atha et al., 2020). Doing so would

require the creation of multilateral financing vehicles involving US policy

banks and allies like Japan and Korea. Even before this report was pub-

lished, the US-ASEAN Smart Cities Partnership had been announced,10

and some of its initiatives are indeed funded by the Development Finance

Corporation (DFC).11 The partnership is not limiting its support to coun-

tries in ASEAN – for example, it recently supported a small project in Rio

de Janeiro.12 But this is one of many projects in a crowded field – Brazilian

cities incorporate smart city technology from firms in the United States,

China and many other countries (Majerowicz and de Carvalho, 2024). This

mirrors developments elsewhere. Indeed, with few exceptions, most cities

will incrementally adopt smart city technology rather than embrace whole-

system solutions. To this end, they will combine US and Chinese technol-

ogy, and in this context American and Chinese firms will jockey for

position. For both the Washington and Beijing, smart cities will remain

a focal point of competition as they compete to control the integration of

digital systems with infrastructure networks.

10 www.usascp.org/.
11 www.dfc.gov/media/press-releases/dfc-approves-1-billion-investments-global-development.
12 www.dfc.gov/investment-story/reducing-emissions-introducing-smart-city-infrastructure-

brazil.
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9 Conclusion

We have made the case that the economic crises of 2008 and 2020 gave rise to

two powerful new socio-economic phenomena: state capitalism and platform

capitalism. The new state capitalism, forged in response to disillusionment with

neoliberalism in the context of the global economic crisis, has seen states bolster

or revive older mechanisms of intervention like state-owned enterprises and

subsidies. Meanwhile, they have experimented with newer techniques such as

taking golden shares in private firms and pursuing ‘market-conforming’ indus-

trial policies. These have worked well for individual states in the short run,

offering the possibility of a rupture with neoliberal orthodoxy. But their cumu-

lative and long-run impacts appear more concerning – not least because their

beggar-thy-neighbour economics and spiralling definitions of ‘national secur-

ity’ generate mounting and increasingly disruptive geopolitical tensions.

At the same time, the business sector has been transformed by the success of

a small number of giant firms pursuing platform capitalist business strategies.

Rather than trying to compete in particular product lines, these firms intermedi-

ate transactions at scale by enclosing the circulation of capital and exchanges

within their proprietary digital ecosystems. Within their platforms, they design

and control the protocols governing interactions among users. As such, they

have become increasingly infrastructure-like, as businesses and societies are

increasingly dependent upon their privately owned digital ecosystems.

Platforms, moreover, are highly spatially concentrated –with the large majority

based in a handful of cities in either the United States or China.

Each trend has separately received considerable scholarly attention and ana-

lysis, but few have stopped to ask exactly how the resurgence of states as

powerful and interventionist economic actors relates to the rise of giant, techno-

logically sophisticated digital platform firms whose operations span national

boundaries and concentrate power in private hands. Although states and platform

firms’ interests do sometimes diverge, our core contention is that their relation-

ships are increasingly close and their interests symbiotic. While platform firms

carefully cultivate a ‘Californian ideology’ of opposition to state power, in fact,

they have – in the United States and China alike – sought and received extensive

state protection and support, especially in their international operations. States

have provided steady and reliable custom for platform giants, especially for

military and national security purposes, while offering considerable support to

their overseas operations.Meanwhile, platforms have embraced connections with

states eager to project power internationally – an aim for which platforms are the

ideal vehicle, due to their vast scale, governance capacities, and their emerging

role as owners and operators of critical digital infrastructure.
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We have provided considerable evidence for how states and platforms have

become intertwined in the practice of state platform capitalism. The nature of

digital platforms means that competition is not being fought out in traditional

markets for product lines, as in, for instance, US competition in the auto industry

with Japan and West Germany in the post-war period. Instead, platforms span

multiple product lines and offerings, as they build out private ecosystems. We

have shown on how state platform capitalist competition unfolds beyond the

sphere of traditionally-defined markets – encompassing contestation over digital

currencies, cybersecurity, standards-setting, and over smart city technologies. In

these spheres, as in others not discussed here, US and Chinese states collaborate

extensively with their respective platform giants to secure advantage and to

embed their technologies within third countries’ technology stacks into the future.

How state platform capitalist competition will continue to unfold remains

unclear. The ongoing ‘digitalization of everything’ is likely to concentrate ever

more power in the hands of giant platform firms. This clearly contains risks –

not least that spiralling paranoia about the ‘weaponisation of everything’

(Galeotti, 2022) leads states towards vastly expensive programs to try to

wrest control over digital nodes and networks from potential rivals.

Moreover, while the internet itself remains unlikely to fragment completely,

state-platform capitalist competition is undoubtedly driving a growing disinte-

gration of digital technology ecosystems. Efforts such as the ‘Clean Network’ –

while itself formally abandoned – are only likely to deepen as the United States

strives to contain China’s emerging digital prowess. Similarly, while patchwork

and hybrid technology stacks will likely persist, Chinese efforts towards global

digital expansion will also undoubtedly serve to concentrate technology power

in the hands of its platform giants, especially across the Global South. This

uneasy global layering of rival and geographically extensive platform technolo-

gies will surely continue to be a source of tension and conflict into the future.

The geopoliticization of digital platform technologies also obscures the

inherent challenges they pose to contemporary societies. At present, platform

firms’ operational logics are driven by their own profit and growth motives,

increasingly infused with the geopolitical goals of states. This does not leave

much room for alternative visions of digital power attuned to meeting social

goals. Would a TikTok wrested from its Chinese parent company and handed to

a US billionaire be any more socially responsible than it is presently? Exerting

popular and democratic control over digital platform technologies surely means

rejecting states’ drives to enlist them into the Second Cold War. It also requires

conceiving them as critical social infrastructures which should be secure,

transparent, and operated in the public interest (Van Dijck, 2020). Judging by

the material assembled here, we remain some way from such a vision.
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