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PART THREE

WHAT TO DO ABOUT IT



12
JR

KM I R A F R Z I, XD AR 218 AR AL
B 7 irAb. FATTRERS T HAAAUEE T 2 R 2/ e, TEPE AR
MR, BORMIH S BCZAT, AR A—E— R E NI E AT RIIT A,
XA 2 oK T 12 AN AT R I A n] B B i B, 36 FH T BUR A4
A28

I AH R U2 EL AR B TR o AR BT 0 T B A IR 2 i U 2 R XA 22
“Aean, HHEFNER=ZEMET ZEATERFEZERREN, BRNAFZEEERR
X, L AITESEHEXEE NG 2 W, S22/ IR mEne, fFiXeE
FHeMBERed, XM SRR TEIENE, WA, W&, Z2ME
FAR)— RS, RS AT T QDR I 22 S U . 21 32 Sk O T 5B A7 AR RN ) )
o
ZEMEEFA

EHPICHR R “ZEERAT o XM TR A AR SR THE M E
Z IR AR R G O TR S 2, Bl UnTE B CRIER,, 1L CER
P, M RBATEZEEAMER IR, FATBIUNRE], A THEEY, 3]
TR — 22 2,

X —MRERIEE, Bt FELefiZE R BEEREY, HEEER
AARACRERA: AL ERITTBE, R, B INERSINer ] Hk, R
ZEMRA EB—BH, STMNEERN, TSRS F#ERES S50
SAMLZ e, FFE, WRBNDANZEMIERAZE, BABIERA S
Vo EEFERBUBIERKE T "AREEANS. BE. XXMM 2 2RI
A FHAmine), BERVEEHINAE], ERANTMALZEEREL

RESTEAE E N AL GRS, S SEFEAES, B, XA
2B MR RTE R 2 HH: RS NEMSMN 20827 83 “RIEEN
RS2/ 08T HIX AR — MR R, A2 2RI 2 H LR,
KEWLH, BIERMRAY BRI AR P ZEME, RE3H
NHEX HJERAER, A RZSE, XN 2B HEME BRI RS
A ERIME, MRAEEREZERNNEA ZINREIENEENE, X2
N LBANEE W EIA NEE NIRRT 2, Bt a2 P RAAR R A,



A7 G RN AR E A AETCR RS, Fra BRI R T, HAEmE
FEEYN, WEREIRIREAE?FIHMAZIER SN T ZEEMINTERER, iR
TN 2 EEBUFEI11HAF G AT DA B B TR . BURFEA B2,
A A N BGT B CHIRERA, DA 2, BATTR Z MAERAAGE, KIE2
THFEEZZ S,

g, NZEEIEHERSXEAIEERILET 7R, ZEERSE
IXAEMY,  BLRRIXAERYIE: "TNSR N EUFITE 1 R BRHT XUR,
BAEHL) S BZH IR KR T 7 XA IXAEGE YRR, XFHFAZY, W
RBATIEM, PIRSERARIRER A, BREUCRBA AN, BRI ER AR, 1X
MTREtEE&ARRE /N T, IEES ENEIE BRICEAMAYZ 2RI BERIX A By i
TR, X T2 IR YA

B, BATTHY B RN IXRTE L MBS Z [AIEE] — A AT PLRESZ AU,
K BATTAT A R 32 2 BT A 1 — g,

AT Wil

Z 2N AU LRI TR, AR MR RGERER R, MR,
NTT BT R R GUE IR L 2, RPN ERIEIZEREI R AL 2R, KA
BATTARE G AL — N VR 2R R AT IS R G, BITER1IECLR
B TIX— R,

BATTREINRE, N TRMSKY, ZetbinmEEE, WatEll, ]
R D AR AR 2 U5 BN, A — DR S ITERY
A2z e FRAH T

XAHERIE T — RGO, BRI G 4ri g, ARRIAHE, ]/IT
MEETEE AR B4, FH, EASEWY, EEEETIZIR, MG A—F,
TEEHAMIIL LT, BT HAAIDropbox, AT IE XHFE NN,

REME, R ERSHa:, RO MRS, R Y5 i
S TANEE, AR FERIEH, BATEIE AR _ ERRIPLRERITREICHT LB AT BA
BREATE, HEFHERH P R SRICHT LBt A LRBRS AT, AEATRZ BB A IX
ERGEATY, FOAVBMEERL, BIGHEHER, ANEZEERNE CRBUFE At

7RI,

e E B R, AR RS SRR E B —— A RATE CER
il——5 32 53 W LA B AR SF B BRI E R i, BT R BATIIE B A
ZBUE. AEEFATAAERRIEIR T HIRIE. A PR EREA S B I 2,

Torgl/g — MRAFHIBI T BB A BHITRXAE, FRAT PAR e R %



EEBM_EEAN, E/oHEEBENR KRR, ReHESRE,
B SRS H AR AR BOLE SRR AR B A, 2K, LR FEst T
FIFER HIEER Y, TorfIT R N AWEER IRy, DK EBUFHIZE L,
BATABE, NSA—EEREBEFYE, 2/OMNHESHTERI2007FENSAARKE,
—HRARY, BATHIEBRF A R{E2013F 2014 AR TN, Eoyek
EHEfETor, SUERIN, FATHEBEENSARIGCHQ LIERY M NERTE e &4 5 B R
FiTorfy 22 &, (HIXZ — PRI Tor 2 2458 K2 2 DUERIP AT = AT 2 3K HY
ANBJEAME, BEAEAREKE]E PR E B EAA T,

WK, KIZAEH—MNEAE NEMIIAR, A8 Enaive, MDTEFFEE,
BUMEE— B E M, E R IR P g — LA AR, BRI TR E M
o, BT EAEEIS RHIBUNFIE., EmmEHiRe kb
B KA 2380 S8 SR VFBUR S B AT T BRI AU 2

S8, “ZEGTRMT FARLENIMN, GRE, FHERTF-IR
SRR BATH DEABEERI N "Wl Z 2l — 1. SAER AL,
et ML R 0 FEESA 2 E, HBEMESERX LD AR EML, R
AL R 22 SR Ee AR ATt 77 B R 3 SO ST B, AN, FRATIGE) %
A H SRR T ORI ATV ML R

A, BANEFEERFGHIRINES R, AR ENTUSIRSS BE K
IERER L, FMAHEZRANRERHIERZ S FIIHIEREME, 4, {EX
RS, BAIA2EER "W XM, EH BB ABERIRIE,
tean “EEIBER”

XA —RENZ, REPOIZEIRTT N R AR/ DA T Z A A, DA
HRHER, MEFRZERNAHYT, RENZKRERITGEIDINBERER, HE
AT RERT YIS R P LR B X215 R

BN

BB TAEADFR B A SR B R EER, BUFATHEMEE BB
RE R RAEBIREMR T 2, FHEMIIES BT S BURESINREX S, »
A5 BRI EEAER NI IR E L PIRIEH. S8, ARIMBUFERE —E/Y
RETR, HENMTBREATT, FATHBREE e RO EEEN]. BEESE
=, PATEEEDEOTRBURRIERE B HE, BXRZHEEASZ NN,

[ hg



AT NEHE, B S B AR A DURITE 5 T R AT RS £
MR T, RTMTIRYRERER SRS 1, X T ATRO B 2 an T 4 s A
) —— DANARHEGE Y o £ — I b ELHR D 5 25 [ Ok S AR il ) B AR TR A A
SiERIH S E, PAITHERE R TRV BIRS A EER . R BATIANEX
s, BATHE A rTREXHMEAT I Y B AL EIEF IR, FRRABCR B 1% 42 X 2
BER, MARAK, BERE, UETEMEEERM 20

BATETFHZILAREEARE AT R AR AW BAT T EIRIB AL, A AR
i, BAMRRENTRWAMTIER, BIE, TAICEAMTSARIER A, X2
BIERIEEEPA IR — 2 AT “ReROmIE" o BATEICRAIMNIRSIESETRA T
H— 2 TR RR, RGIERRIE BN TERIRER 0T, PiEESS
BEGUERESRRITE, MR X AR EGE, (E IR B R UL AT DASR A
GOk, IXEEEE AR, HA R RE R ER, XA S
RGiEZE, [HRE AR, (REBIERITTES) ELERPEH AR
MR R

ROLFEREHET &, —J5mE, REKRFDALER, AR .
55 —J7H, FEKBUFMMEAER, AR RE, B R O R #
T, BROASHAZ R R, HE B R AIHE BB REIAN T,
Hll EEORE I 7 HIER), XM EER ST K, AT EAFTFDANEH,
NNERIEI T DA, WD 7RO ZR. XAEMTHBH, BHE
FE 2 —FE, HIRERNEHRED 7RO, X2 N AR
Ve DR 7 BRI, X2 AR,

ERHERZ A, BNEBHIARERBIENR, FIaH, BFRBREAER
B, TEEERH, FRBEIFEIRENMATHIT RGN, —ERRE
BEXELsUEiXRAHER, ZMERERECRIEERGL, RN TEEE
CHIT N, EHWEERRNEEL 1A RS RGRIER, FXZELE
HATHIHER —8R 77, 1E2014FE TR N AR AR TTRGESN A, EERRE—
VFIETHRHBANE 725, BRAEW HIETTRCE XA MR, ALl
HRILSKFF T, S AVE T HE 2 EE E_EBINAB A R E &,

BURAI A B S AE R AR, BB SIEE R AL, KA
TR BE AT - W 4E/R (Peter Swire) T 1 — i X TV BN SCE, MER RN
2, —RORW, ME IR RIS E R, ROt EHEROR ST, 1 ELEK MY
ARFULRLE EMERIIR T, 14~ “&IX" fHiREL iR s R



TIRFTRE EBEAL R LB, — DufiEEn] DUFEEE 2 EdE, BUNH
HYVER TR B lRi%, MATTRRL S Le DUTAR AT e &R 38 A T REAIESE, T ELERE
(EEAPNS

WEFEIAGERR N —2, eI EBBIAME, HiaSn—0
XHER, NSAHT 1 FEE S B2 H A BRI T, X A EA
i, HEARAZRIIDJIVERNNR, WRIXODXHFE20FE G AT, FEERX
WoRF 520134 2 AR A RIESIR AR, IR BR/RIGERE, ZHAR S
RIS, A R EHA

ALK AR LE (R AR S EIMME DACRF, AR, RN 2 —Fh
LE S — 8857, TERFARE NN A FIHTE M), It s it
K8 TR, XE—PRAREMNMEKRER, Feil 1 REERMEAI, 5
FIHE RS TEE, TEHFEL—EBAEIR 1, Bk TAER
FEAIML T, A ERRE TR, 7o RiEr, LTIEZSt
TRy, NZRTDPER, M—PEEHRES — e T RIENES, XEK
EMEIWEZRIALDE, MARENSMERROMED T, BEfE—TF, £
EH5000 ANHEZ VA, HARZSEOEAHER, MmAZBURER,

MTEENEMREINE, THREFRAH. FRAEDTZDANE
BEoTHEMIN KREZBERZ, MIANVEEEEAH, Z2KE TR
HURIRAER S, MR IER BRI IERAARISNS, WMy B B
RO o AATTAE RTINS ICIR BN NI, AT A 22 Y 77 A
i, HGELFICHE 7Rk, E AR AR A S BUR IR R 2 AR
TR, MERE R,

REFARANEZER B IS, REAARE, BTN ZFROEE,

SYEGIET

N TiERZERRIER B, MR FMAEREE SN, b
WOAG R —FERERE, JLTER, BANEIAHMIRR, BELPR
TR E CREZRGEIE, B THl, GERBAIRE A2 ey
HBANTETF AP, RBATREM R TIRAGMATTT, WRIAIRE
AT A IR A1, AR TATHLRE B Z 2RI TN St X
R ENFEAZRY,

WEAMNRE, 58— DR O R AT LA RN A5 A 24
an, NSAR]PASEE B AR P R B ORI P AU, (B RN IR PR E Y I8 ST
PRI, 3 A

—-—




AITNSAJR K14 7 /R - 1% (Michael Hayden)fREFHfig ke 71X — mi: “BE—MRITIFEK
FEHEERENE T, 7 BEEXMERERIAGAZIEIER... /1], EEAR, @R
IHERIRER, SR —NEENZE, BEIFETNETE, ” MWIEME X B,

fER B HE RN B MAYIRER, (HE —HEMEEN, BRSEFIIEDILIX,

TEIEMEATE DT, BATTAR TR ZEAE AR i 7 T = BB 4o BRAT 7R ZE LA 1200 B
JRFROBSURT MBS IR LE R A T B AT YRR, B TR L IEN AR TH T Y
B, FFHIE AT R BRI, BATDERRZEATF. JRZHERERATIARE, A
R B EAIRITE, EHIREBURFATA, FEMTE TR ATLER T TSR & ]
RINTRIBHEERE AT, 2, A —DERANEAHESR, D — R0
BRe WMAAEBLIEHYFFIX T,

55— A E 2 AR ERYRRBOE ST 715 23X M B UL G e, B,
it WEEFEERPMINGESE. B0, EEERZ2R(NSA)N B it T E B T
HIEMESI, ARG DR RIXEEMERIY)SES, HAEMI TR EFIX M
HUROL MR SR

AFRBIHA S IR T AL E . RPEFHE — 7. 28, BRI
MEER JEMNIN O TREN A BTRE, EMk, TATZERMITRARTIRE
RIBAZAHALE =77 — IR B —— M R I7E R A TR B an < Z BT~ LN,

oA R R RSB RN, IR T AT TSR N BB BRI EESE,
R XL & e H— A TRBSE T, X 2DHSH FEEAE R — S8R
W, FRICHIEN- 3218 FhiiX (Mary Ellen Callahan), £ )\ 20094E 5120124 HAF % HR
L, WEREARFRESE, HEVGZVMEBGEILNIE, KOEMARE, (HitH
DHSHER K2 Y 45 - M52 A 151 (Janet Napolitano)iC iR, i &bl BERUT Rt 242 18,
AR -FRPRAEDHS TAE, it =B EIEXIREN T, HAFRE. AN IER
AMERIRAE N RIEATIRE, MRS HFEZ.

AT DASE AR M B T S s e B Y DX A1) 76 2 LE B O RT LE AR SR B XA
M AR BT

A R T, IXPIAMUEE AR TCIR A EE R . AR IR T AU B A RERE = i
B A SZ IS i AU 32 28T, 1A ISl i) I B R e T 28 e
AT, BREPFAT IR —IRFEIN), B, R o Hr M4y Pa ik 25417 (Nassim
Taleb) g tHHYAREE, B AMTZ5HAR, HH AR GETE S K,

BOER. BT IRE S, HEIRXEE RSB R R A5 2 R S
%, REWL, BATBHZERA——PRAE N BT HENX — R, X =R
1A EOEEERIIPIY, iR



WMRBNZIEMATHRE RS THA1Z LR, BATFRERIEMTE A EF]
WA THE, NSRRI,
PR

ERGZEMF, Mgt 2 — N EEWN., T PFEENET, BoR 7T R

RN R EER, A, TATERANE, ERZ2AREN——AN. HEMARGA R L
ARIER . MBURHURIR RIS E AR, AR A F LR,

XEAZEFHAUZ RIFRFGNHIA RITNERIEE R, A7ERmTRER T LAY,
EIER BEREEXHIRERZ. ek —MERESIRE, 5 —MEkEHRN
RN, MATTRSEHA R B R,  MASKIEMUT TR T2, ARtk E
R BEE R AR, TATRMEN AR L T2, JeERIBORGINA RS
THHIIEN, BT AMEE

R ARGEE AR A DR R, BTz el l—JCie R iR ., BUN
U, b, DAERMES, FATFOR T HREWURHR BRI FH REAEGR I LR
O N IER TAERUHIRE, AN RIE AR SR R iy, Fedl 175 2w DA— b el 3l Y
FTAKM IXA R,

FERGUEIEH, #MkBE T2MERNHS AHE, B TUR, G ATk
SRR, ERAEAR PP RREE 2% AR R EINGE T, X2 AT
ZHY,

BARMB A PATHY HE AL AR STl B A A R GE e (3 ) LARAS [l B e P % 5B AR AR £
WCRREYSRTE, XBORQHTRYFTE, NBOEZ RN, DI Mar s, 22
TR AL 7 RO AW BUR R A FA RS, IXATRE BRI &k, 21 E
BRI MRS T RO 58 il R B3, T8 4 R RCCTR IR B 1 RO AN W22 (LAY
FORBESTHIFEME, B ORI E R 5, S8, B2 2K G B
—fF, EAHUWMERENE, 2T, ERMBIURITAIFREMLr, EEE
BRIZBATIHIE R IA5E3E,

Al A SR, [ APgs, W ANER

EE BATR T WA Ie EEEIZEINSARIR, DA FRBINSAR & 7E H AR B
BT HAMA XAPIEREIRE, WIRNSAE IR, PATAREIESE— P,
WAl L@ s (5 1 AR TS, RATOER 2, BAITRERE—1 5% E
Wi B W iAE BB IR, 32— A E P8R &2 15 R Al IR

H19524E A7 PAR, NSA—E BB WEMdr, B5t, BE51EIR(SIGINT)
EHEERAERE, £, BELXSE, 5COMSEC, W MREIFEREA



I —EBFEE AR, RIXMIES 4 a2 EEHER, Eoy 1@
SRR H CAREITAT ORI, R

XM MEFZEAN, FARREZERAAREERSE, FHARMTPR
WA A RIHEE RS, (HIENIRTESE AEAHRAARE, MR CEREFE
To SR, NSAWMRIULSKAE TR,

TR REOUE PR AL T IR B TARY, BEORUUE IR 2 rTRERY, HATE
FENIZ L 2 Z 25K, BATARERERNTE CHER, BATHURAR
LN

BATARELERSSEN MR HI RIS OR3 B CHIMZS, TR A SR EAR AL A IR,
WHALIR I R GTBURAY BRE RS,  ROYIRATEAECE FHRRER = dh, BOR, PRSCRI
i, BATERALB D NEER B AN, B2 A EE MM, X
& HHE SRR, JIERRHIE, B RFRFBEE. TG w- A AT
AT B EETR RN v - A e 2 i (Jack Goldsmith) 518,  “&F—fgk i ik i8R 2 %
MIBFE ) (EAE) A —— SR 28R 7

fan, EERICALEATEZ RIS, FATTEVF ] DA Az i 2 &
JTEIXREED)), RABATERE FERERPER, HIANET AP, B2
ARLE BTG AZ AT LAE SO N B —— I IC R 88+ — B R TR L e a2
EATEARERNTRGIVTEE ). XZ2BATHIES: Z 28D NERIIEIXMEES, A
PN L

BT LE TR TR R imsi -catch 2 4Hitk,  StingRay FTRE & £ 2 FBIRYALE,
HXIAER LN HRME T AL DI AT 70 R Se By DA [ 5 H
73, HERDEM2BUFSHNIZE, P MRICRMHE, @ISR TN 532X L
R, XA AT ORI BRI, BATTA S e NE BUR AR R o 7
A EAT RIS B 1o

WAEBUER W THEZHH 7, SRR, BATTZEORE IS FA TR (S 5
M Z 254, RiESE, BRSE, MESE. RN AR PAERIX A5
hiti & it



13

HHE s EROtE, BEDEBGINSAR IR T, Wi, 20134, ®
ESEGRAE HIRERR, B T — PR TRENERBRNEEZ A%
FRSTEH TA46TWINSABUER N, 20144, 35T AE AN A2 BR500 N HH .
TRMERZET CHANNATEGRENERRREN) | EEEIRY 2%
FRIAEFR” RN, EEESHLIGERHT TERS, 81 7 —8/ N auses,;
RIZENIX R X EN I, TeREEEA —WMNMEREE T,

EATER, TRERTERZEMNE, FHiH —MRERBORER, 1
ANBVRMHNLIEME, B —ERESGLH, mn—ENEAHEA, raiX
AR PN N BUR T Z KA IR 77 19,

BHAZBVLBUM AKIZARLIZBI VAT AN, BATESW T EE
JTRHIBUOIRAZAE 2~ RAVEERAFIER B ERAT TR 2t BATIXAEMUR B AR HY,
R OHERER, KX ETHEE, MmERMEZ S, REETHRER
TBUFHUIZRETT, XARELLAB T FHIX AT ], BT EBUF e iR %
2R, WREBUFRIIZ2RE, X2 G5 E RN FE R IX R
HIAEIREIN, X R PR E, Xt BN 11 28 i E WAL 5
34 DO LM 7 A1,

YA 2 TN DU 1] o 0 -5 2. (201 4)

BTEPE RS BRI RR il 6 R AE A B P BA R T e A e, FFROE A TR A, DA IRBSFACRIFER
B PIER SRR
BEHNEERENIZ R TIER R EZENER R,

DR ERA U HIE(E Iz iE s T Se B & 7R HARE 21,
g P 3 15 I B AL E LB SR H AR TS T U2 B R

FARRTE B I AN — = ERAMERIT N, ETYREASRENMFIEEBEN, BHEIRE
HHE A, ARFRMERYIE (S M08 H RIS T E AR H AL,

FAERITENIER: 53815 WA SRR DR R R 2 IEATRAZ Y 328 mITEN LR E o
IE SRR 1 R ZEOR AR AT 3Z BIE AR 2R




PNITHIRER, FHEA PRI REHE M. HP iR RO A Hw (S A o 38 R Ao
PRAEEE FIEAL R L INEAM R EF A, SN AN AREILS, R4 2 Fie HAR ke,
TRANSPARENCY :BUA SR ARIBHIEBHIE R, DUEAARREN 1 LTS sh HvE R R
BUN— AR FH AR S5 1R AL R A AT H 5 508 TS BA X B2 5 BT B BRI 405

PICIE A E N IR AR AL, AR PRIEAS M P AIE R AR B, MR HLAR B A BRI
AREZATEHIATA FTRERRHIE R

ISR G e A N5 A IR 5512 L ey sl P e A R i E R Gr b AL I RE D8R ], &
W B B PR B 2RE F - R A H I RORFE (S B

[E P & ERISAFEGUARDS: BN, ERAIRES T KIMNEARSS TR AL H TS BRI T Ia 0, IX 070 A
AT BOREH, DABRRTES MG O N AR i 18 F B BSFACRIP AR i Bl Ik AETE T Tl i)
SAFEGUARDS: R4 JE 7 FLF IS A AR B4 75 T A0 RSB AIAI A 1, <2 S A2 el ) A A Z3LRE % 1) F
DEIREENGHIT AR X582 B AT ARG S 2R AR 25 586 TR

%

RETAMRREE, REATRIORIGEN Ty, %0, &
GERT LU TEC & TSR P — SRy, R B I, i
H L T 0k, HAERA E ORISR A E AR,

S, VSRS, SEhE AR — DU AR TR E B TR R,

/h—deflar 2 —~EETRANSPARENCY

HY11FEMA DR, Mt S BN —B RN, N TR IEEAEE
BAEMAT 2, BOmPR SR BB, FRAFESE — R R A BB 2RI R
IR E TER, SORKNEHESEEERR AR BEIEE B UTE, 1EAREET(A]
WIREMIREE, BN 1FHE SRS H RIS 15 HMERZR A,
ANEFRF T B . FEHAN], DANEREHRAIELEE, B2 8] 5 A A
BEEXA R, FATRIE RS LA IR R S T 2 5 2 TR,

ST, PAHER 20U A] AR EANE, RSt E 2 e i Y = R
BHS DRI TR, XU, B E B G,
AR R BERMITdICHR. BB ERIE 7 ESE T IEMATRE
FITE 5 A SR TR RUR AR AT, JBFR 07 R] AR IRFT A IX N7, BY
HHE XN, AEHE— O TRAN T, WA An{arhg st A
PRI, R B AR, AR 2 RIS A X L i B A A,
SR, TR TARGTELRSE, SRR SORMFIE 58,



BEEREAE, JLPFIE R TERMITLRINERETRE AT, TATA
EBAERATEERERARITRE, BT T A InEE) . TAIRDERITE 2
AR BATRBEMTIEM N2, DUMMIBISE 24, BATIATEERES
KBy, (HEMTRBLEMTIZ2ANAHIA R, IR 2, FREMIT 2.
FTRIXEEHR AT, A X T ERBO R DU B X E LSRR
NABHITE, 281, BEREW IR,

XRH, BATHATERBTHNREREL R, R EFIRI IR N
T —ELORINENSES, o7 A AHFULRER, ErlH, &
Mo F A ZIERCE RN, HARRILE ZHINTATHZEF MR,
BANNFEREGNPEEHENEREIER 22 b, mAZBREMNAZET0
(EEIAREE, SEINPERIRE M. BATT T HBER RUE T Z £ RS,
RIEEAATTRA T R AR, BEARDE, W45, M ERERE, AT AT 15
Gr PRI e IR,

FE201HZE804F-AX, EEHF 17X EM AU ARERIZR, KX
HREBATHREEZA TR T HMAE R FEI T AR, &k,
EEBEF 7HIERIEEYIREI RN ZN, KA 4, 85
NEF A XEE R, EFREZMERIRT], BT EERGHMHMR
RETEAEATE, W2 RIS EFHEERERT, PAITEARER LS
1 & e AU BURF O 2 TRl

EEELA R T IIIEHERTAR, 19684F i #]HT 57 U ik Z RN BUR
(EH BT RIS OHAT T2 ATTHRIE, FREETik S KI1S2002 01, E&EK
BT, X/ AMTE A RSEEHAE R 2, IS
MHEAR, PR, SHAREMYIEIIIEAFEY RN, HIRAEZE
HOMR SR, BT TR R RIX A ),

5 EBUR MIZ AT A RIGIRBERTEER MU, RLE IR, BN
A PTE TR ITH FIA BRI, BERIZAMAAXEARAIR SR EdE
HIRATRIEE, DANE/ MU ABHREIR LAY, e IR S NE T
RIEARERI A — BN, RIRERIEINETE R AR COME TSR A
RBIER) WENSARIEALES, SRR NI 2 52 STARER;
MZHZ e ERI RN A2

HZ WU

N T HEHINSARY AR, FRATIFRZR E RIS IRANPRIERER T EA T B 4f

1

—

g >4
I




S B R SR . NSARAUE SR E N HAT AR, HS AT,
AR TR 3 U EE E 218 AR S B, RiE—M BT
HrERE, “NSARIFTATESIE R IIE M RAR, IEMMBCRE TR, 7 X
FARnE, b, XRARFREE. AT AR E R SMNE T R AR R
B, FlRE- WRIEERNENHER, NSAZHATEGE LR IRFRE, A
T ER/IMEEDR, AR EBETRERAL

NSALTF 1 E X BRI, PAEIRIZA KR B AR SO R B & & 2
NSALRMAE WX E 22 EERRESNELME, ZEaZ2 SERERITH
ARIESMF EZWRARREMFEROX LSRR 2 b3 R PP RS BRIXEE S, tBASREM]
PRGBS, TR B E L 2 2R AR T/EA R B TR X
AR S CHEZEN, ARDAENRBMHMAEAAEHEIGINEFEL T
R TAEAN G HAh, TR ZBINSARR 1. SRS - % (Ron
Wyden)%&7R, ERIGIRE REEXWTIER E2RER “REEMBIWESIL” .
SWHERF IR RS TR, KRISFFBUR RSN G R 72 -1 (Dianne
Feinstein) @ I HETIE, WHVERS “RAERIIER KT HIEFHI NHE
HIEAT o 5% BN E S BRI - 18 T AR FRE S A NSART I B R — 1 %
G

20144F, FRA 744 E 2R RYEBIE——K B MR R —— At AT 241
TNSAWIES, KIAREBEERZHEERAITTHICM:, AT AT LT T @
NSAHIEZ, Y ESATREIF RN TNSAFTERT N B AHE BB K B TR,
BATTHI B LA A= 172

SH—7iH, WRIAEEANEBIT RS E S RE IR, XS REER 2
BTN SEHZARE, EATEERIRE, RIE1EH BRI L e AT,
FEBUE EE e, MyEEI T ERTa MR, ROEGEIZRIMAEILE
B R AR Z 2155 L

NSAX EA AR E A, mHAEE Bf. TR AES, KTt
T NSAH SR H TS SR 1 = AR F RO AT A 212333, ZEHTER
2155V MNEH R IS AE (F R 5670255,

1981 YR GE M (TTEAn<>12333) AN T NSARTKER 7 I ALTIE S, XZ2<
NMELLBEBEHITERR, IZIRZEA N, T Z TR VFNSATE R ESRANIAT IR, (HEW T 1
AR EE BRI =BT, EXESEE SN RS E AN SRR LY AR
PRGN EIC TR AEEE ARSI R E D> T



EARIENEIE, RNXE DS AEEE, EREEREN, EsmikE
HAR/D, AN, Z/DHE20075, BGIA S R] DLFE R FIFR 5 & ok el ZHE B,
I, FRATA NSARAER ANl i1 T B i 2 123330 2 £/D,

(ZEFIEZR) (PATRIOT Act)s521555 MARFTRARZBIAT AR A, T H.
DR S E TRNE R, INZKIERAIEREA DA, S AVAERE, FBI
REAERE M EL DARTSE 2 FRIFIRTS “SIRNEI(ER L 2)HEMX" IERE——
AR TRIEEE ZEER. BUFRSIRIGI T2, BEEAMNEBERS a4,
WPFBE IR L BN £ XEH L8 )2 KB H, FL b, JIZRRHHER, &
WD “ERESKT o B HERFBIE RIS & R DU KRS AL IR HY
BER—TATEUE, KNS ——EEReErEr~dERBEHEERE FIXFE
. X2ATEMAEERZEREET A BRI RREH A,

SR, 1E20014F (EEEFHER) @G, FVAMINER Z 2RI 17X
HRARE, SRR, RERERIARRN 7 AR, BEiTA,
IR ] DUE A RBOIA T AR 12, REE R TFBI, (HAEfIREFBIA]
DAESRORHE B IEENSA, g, T IXAREIRA A 15 EME TR B R,
2%, MRTTOVEEME RIS NE TR AR E B B IR TR, RIARE A
FiONAL, PRDAETREMSIHIRIEE, —ESTEE “MHX" o XEN “MHX”
—Ia Yy — MR E, B EIEMIRMIAAR OB, R MR HARN—Y]
ARRAR SR MR AN, AR SR 2 B LR S AR e R R [ 2 R S
W-ZRARAeY, EEZEZEREREAN, SWRRHINSAREEANERESE
E R EERR SRRSO, RIS, ik “IXH G R MR R
UEPREEIM B —S5 .~

COMNETEREABESR) BT702580H AR, AN R — DR BAR
RIRIRE, BUNE R EIR VMRl E A — &8 5 o A — 44 24
TR, BUEREERE, (ENSARIEREBINEITEIWT, R, K2R
HY, T8 70255 LI B MSE EISE N R I I FRERBUIR BN 15

IR, HBT0255 A TN AR M, NSAEEHA “HA7 X
SRR AR, —UESEEE, SR BEEMNE, HEIHERR
SOEBIIITH . NSARTHR, A EMERFIREAS EER, Hi—UJEEEA
Hy, REERWE “Hin® AMEEE, pikR. —MEHREEILE, nirE
SRERAEMASEEEEESCHEN MEERT RS -7, S5 —1
EEAEERMANERI N TSR IRETS K AR SRR, A5 S
Wi H AR EARA T



FOUA I 2R E], m R EIR AR P n] WEVIESE, FIIXZE 3R
RINFNEAR “BR7 o FHUBIERAMZE XM AEHNEE, mEF
FEOTE

FAEMZ, F20084F (FISABIEE) HER, NSAXNEHEMMT4,
HEIERIEITHERMER, DUt CERNERE, B9S2 E 2058
Z AW BEIEIR T R SR ENE T ER M AR EIES . EM01E
ERARERESERER, WMARGEIRFREERE AR,

FAE, HPRAK—HDRESHWEIRBERZN, BB EZENMURTAR
SAGHNEE, WARP A AEHETH, REFI10EFIEL, HNEED
A, UM EEGRR(Verizon) F /A FIIRIS K BRI AT It E —FIEE
FOH#H,

AEE T, RX=DBUFETEBGT 7 H R ERT, HilE -k, €
BN, RE IR N R, XAIERIRELSRE, SR
DIRERER), N —PaHEELEE, RAWE, YW NTI. FA14E20
HZE70FMNER 7TIX—, ANBRIEERMNSAE =M EFMREEIH NEHX
WAEEAN, DURE-PARNAHIE TS, XEEHFRAH 7, 5K, &
MXEL 7 IXFF DL

R T IBRIRIN X H 2 EEISR, 20005EUKIEN EERTRETER)
(Regulation of Investigatory Powers Act) N1 & 4RI FHE, ZIEREERFIL
NIRRT ERNEE16(3)%%, CHGCHQHAXRMMERE AR, BRMEIXH
EER, —EESWRNS5HEA, mEH Dy XA S S T, XA
BEEfn B EE RS TEN, ERAHWHR VERHP, FEE
FAAZE 70255098 HRIPAZE 16(3) 5%

20134F, BEDESIRAELEEE AL, NSAR T H 2 HEBURITE =1
BRI T EMALER, MR EIRS TRR. ENTEE R, BUTRIEEE
TGS A DEATEGR TR R AE, SaPdEs 7AIEH T 1N LA &R,
152 TFISATEE(FISA court) — A IEBIHL#E, 19794520134, ZiAERITE3 .4
T EELSHIFF, WM 71167, XHAREENRE, JAM, i,

PHREHMER, GfEEE, EEAMUKERINE FER AR EE L2152,

—EEE S WA IE BT NSARENFR S, A1) — L BA KRR, A
REXBPEN, RIfEaNtt, FRIEXNAE X ESSE A REMAE, Koy
AITE B3R RAR S AE BARRY I H AR b 3821555 MRS TR IR TIH
F7025% PO RIC WS, F5F, X2 —MEEHEHTHTE, 17808, BT
fEC L@ 7 e SRR T A] B4R



KA, ARZWRE, KZHTHEANRNEHREEZ RS, SAaiEgER
Z2EHN, BUFRLASE216K MMM, NSA—HEM, RESMRES
21555 70225 RAFIE BN, B RHEHH IR I H $AB 2 E 5EAR, I D,
BRER (TTEAS) 123335 %A L.

A HAM IR E 7T R 2R, E5t20134E B2 AINSAH &/ N IZH A AT RE
FTEBAET IZH T g, MR 7 — RS, BHE 746TIBEREI, By
GRS SE R A A VF 2 3, AR A SR BE R AU R A RIX A, 20044F,
E 2 RIE11Z R MRV LL TRAMARBHREEZR S, NRREERE
W, ZTRRE012F ZHIEREAREAE NGANEE S, BUIER, (1%41412014
IR S QIR T NSARIE SR 70255 IERRIE R, i S B PPN AT 0, )

2RI E I R UR AR NSARH T A B XA, BT 2RIz AT BUR AL
P e R IBRRYFLAE LA T 2 Y SRS B, Pl IR A B I MINR R IR &
ik DR RN BRI R TR E ARG,  IX S MU ZESRNS AMIBR & A B 15 W] HY
BiE, 1E20thet70 4R, AR ARIEA TNSA, RIERRFIFBIREMR &,
SNSRI, EA R CRIX NN, BN TIHEFRZE P ELLRIZE R
Ro PATFHEWARELE G LGRGIME B CHINSATHE/NAREI, TATFZER T
SRS R B B B = R S E IR AR

X WH S R B SRS B A R, # TR, IR AR E,
X BUR AT T AR B B — D EEAH R AR, STF2BUNE RIYLEA
M, HESHAZHMFLE, ENR 22, SERPENTRZBUTR
MR F

MEEESHRMEIZ T, RENSATTEIEE R BMENFISAERE, 5
fRGtEBifHLL, FISATREERS R IRE L ZHIFNIEEIREZRRG 2, ERIRFZM
Y, ERSOREER, MREE DT E AT E, FEAX IR
BEZ AT, S NHTRR, FISAIREESNSAK TN R 1 R ES
(REJLFIRIELL EELTEK),

BLERMLS7RST T IX &P, Hla, FATANE, 20124EUS Cellular A1k
2 7T AEIER BT <, MR EEMEREEREL R, EHWE] 110801
e N FHFEIZRANE B RIE R, TR IR Al AR 7 R

JEMFISATRELEE, BN X EIMATT, FISATREER B TR E M IR —
NRESWHMERIRAL, IEREM R ATREA T EE W, — MBI ATH 2
B MIZBHEIR SO AL IR RILSS . S MIXHIE — MR FISARRE R b
IR, Zam BiREARE B, ZamksEER B



B rihibi

(HFRZRICE 2480, HNSAE T AIERISRARIEE 2~ BERNEER Ei&
BT RMTCEMAEMR AL B PREEES, A2 2 IHCE R RN,
TN NEREENHL, N THERX—K, IMERE TR DR), 1EBUF
B 5ok B NEBRNEE T NG IR EE, A — PNSAR R ARE, =AM
THGEET T, TSI B A NER RIS MO NSAXS 2 E B 12 R R Y,
fh—FE SR,

HABSAENIRY, nFBl, A B SRYNERRTELE], X7 mH2—FF, &
I Gy, BT —ER T E T HEILRAAENSU . BATERERITE FIX
R, BAEN—ME R EZ 2, FOABNTME FiXEeTh, HE 6B
REPORIIRE R AR, BATRT DA IR 1 L E R H A E 5 112 R
TEoLante], (HERRIERZ SR,

RN

AHELETE K212 4 2David PozeniAy, T4 IRiA——IIRAIAER
RETRRD BRI 2 N, (R, TR R R —
FIKHHE, SRR BORE I )3 R 26 KA R — T,

EEEE S FHIR- 10 (danah boyd) R & PR V(S BIHRAVAER 1 9T, E
N NBENS S A BRI ERf . AEBURH A AAIIEE (Human Rights Watch) 5
B, “IRERESEEITETNRN - ERTEESPAE TEEEM.

FERXAELETTIUR, 28R AR 75 — R B, IR BRI TE R —
RBEALAY RS, IEWNFRATE RIP SR AN RTE R, TATTRFRZE R E
JFIR ANRTTIR R, — BEIXEREBINL, FATHEAT DO S IRRZE R NS — MEZR
FIRLN,

XFFATZERE R AER AT POl AR B S2 28 AR B Bt EE BUR L
XHBEWE, T ROMNEBIFI AR T R R — AR, HEE
Al DATETRE b8 ] —— RS s AR Mo A RE IR R 4 & B —— M IC & R TR B RE
EXHAAT TR ECRIR R . IXFEMAVIRP Z AAE T, e EhE g ) " 28R 7
HOXERT, FHeVHRBARTE BRI DR OIVE R AT R ST S 28R AR B
BHNESIXFERI R BOCYRREISERE, HAERE EFRIAMRIZRME, ENIRAESS
LRI, HEf A aEIX R,

A, BATFTREIRER AR RISHEE B RIICE



B NIFREBEARSIHARRIEGS, RoEIAIEREN RERAHE,

FEHTEY, FIRD 7 RESBUFR 28R AR ER TR, X —BERBEE D
Xk, FAISIN N NN E A REIR T, BT TR 2RI BURF N EREY
RE281 TN,

EEJEEEE BT, i A2 2w iR R

B I R ER B IR E R TR, 2RI xRS A T E,
AR B N R s, TR ERRARRY AR a2 2 SN TR AR I
. IEMBAMEBUEBRNNIRR, B RAEILRMNELY S, ELE, BER
FRESIMNEIEILRMTEZ 2 EE BRI, IERMTEAZ 2, BRI
IR SRR, BIEIE R R ——im B R A R —— M,

W26 22 RIS BRI 5T G ] d 871K - 22 B e (Axel Arnbak) 16 2 BURF I 2
Ui “HITIZIAAVER R TH NS ER, 7 SRR, SRR
R T S BRI B, A TEREIRRS] DA HAR & LR BAT I Z 2RI B ARARY
R, R 3Z 6T — AR S s, Blen] D&M 2, DI ek
BAETT I PTREME R 2 Ko YA IR T NSARREHE A I8 7 3 T KM IS LAY RE
T, BATHETCVENSARY TAE N R 2 B (T 2 2 rTRERY, TR ARE
ER, BATEMATRISEAEF 2L, TATDVIA TR,

KB 7 ESRRELR, EIEWRTIIY N, REARRN a3
HMREE— A, FHHIBERES KM N KB CVFARER T I &
MAN——PUE IR RERI B, IX RS ESRIER SR IRRY, 1 H2 A se o B Y,
XN 22014 B & EIHT — i ST Hahie, KRR EUh 21 = PRk,

[

BANFTR L RIE B IRAT R TATE R 1A E PR T A A5 Y
NLTEMBAE SLTARH AT, AR &R R TIRER T RIS R, FFB
JIRRIPEEN

20134, EEESIEGERXDITH EEH T/, ERERIEHEEAR
% bR GPSIRER I & Z AT RIS E S, 2014 X E R ERIAER AR
£ NEGEHI AR AL Z T DR IG R E L,

FEEE, BANITFEIERE NS =77E0, FHINRBIAMERITREEZE
LRSS R, SRR EMAR, ERNIZFEEESS
REE A THIRAE, TR EAIAURIRA, FRTAERTHEM_EAIIRAE, 2D
AR T SR IE T IR SS A L ROIEE



HAPF 2 AR EFRER, ZMENIX— K, pEWRE ZAHRBIBURFAMUE X
FIRIPAE A RIBRIFI B, 1M HA XSS RIS B — AR RIPOFFTE H.
IXTRHTHY; R EE I FTE R R A IE M TR ERAMYIEEE A R, EEREY
TEAIN, —PMERHSHAZ I THIIRE, I ABNZOXAE, A5
ARHPEFEHEE, HHASENEE, RPINEANRIERSE BT RPEITE 2/
SRR, TEB9EE I IR T G FH R T EREEIX L2 RE ALY,

B2 LF-FirH i

IEBRAEBLIERFIINICRY, —7k T REBUF——FRAl 2 NSANISE E
25 a] D HR—— T NI AT LRI, JCR NOZAREE B E e THIRRE (E A
1T IREBE—DERAYRIE, BRI 7 1E W28 23 18] H X o B AT B R
PRIE,

W& 2 TR 2228 SE 3R IR QKON A T . WRIEL P TR 22 At E 5t
RO, AERBATAMEAN— DR, TAIAE TR — MRS, H
REFE TS BATTAI A TR SR A I R 48 s, HATRBATMEAN A T LRI AT A T
i, TAIHIREER = TH R,

—ENIAH, NSAMIZKNEEHBE v RIMIE—NwT, 59— ANFEFE,
XA TR HRE, BESDEINSAT &/ NI EBCREH B R A TEN)
MDEURIUR, A REERER FWNERTRR, X—A83E B, XHENSA,
FEAREISEE LS R 88, FAREIEEMAYSEE - FE L RER, i aaH AR
N AT RER XM ——IE 11558 112 AYNOBUSHE —— DUAZ B0t 56 [ Y Al 7=
Mo PRI, AUEERM, EERERZE AT Z,

XA ENR, MR T HEIL. XORRAIA T AR ™ B K
FELHR S REAERT [ R, AN, e REd R AR Z 2B Tz b
KIREFE BARMEFRIRRSEERE, HIANTEREATTIE T 2R
TARNERE, wieds. ZIEFMENX— A, BMNFE-TEFEIRRTRKE
ST BURH SR IUE ,

TSI R R T2 ZE D, TSRS PAE S SRR 77 T ARY
bid, @ RNk SR B E IR E R AR B eI EF A BAT IR
BANWZ 2, ML D Tt 4, TTRHEMERMT 2, TAIEENER
TEELZ 2 TEICH, BEBNZMBLFArE R, HeEREEREEM AT,
CRHME AT 22 2, (R (s A AT TR S ] A ISR EL BBk A R s AR Rt = A B A



AL ek b iE

EEtEREREE, ER DA, AN, MR, Wi, EsdEE
BAWEAN— DR ZE A — V), BATRES LB, AT ——
FEBURMEN —— DU RIS RITROR R Gt SBATEVLRGN, TATFRE
R e B EREROCE R,

HERMEERRDIERR A, BADXESIRA B MKRIEAE L8 B
e, HRALZEEBIN, 0. BEMHMANRE EBRSRMEIL
BICTRIARGMNNGE , BANINAEERF B2 78RR, 2R IR,
EEEAMINE AR EA TN, BAATE, DM Z 22— & a3E,
Wi S TR

BAIARERZ, XESRGIRRTENE SRR, BT HEsrEe,
BATERDEIXFMEER I RE, X2 AT 2ZNSAFIGCHQRY I AR 1T H 1E th:
SUERING R INAITTIN, WA AR XA NS AT ELER W df, )
BORIBRIERT A JE TS IX SN R T I gs 1 5O BRI TG BORRIE
£,

KEFEH IS, FBI—EFEIKE@EIEIERE, mHlZERETEALZER
4, WAEB LIRS T NSAUA R HE7E BB = AT M R A ST, BA
BT RNEE S, BAESARE, HMERE—EEXN B = a(PAR R
FIP= )M FEIRERTEER, AN AN LR HIESIRRE, A CLEYIH & BIBAE 2~
Al, @WVerint, narendra. Amdocs%E, 5 UPAGWSIBUN AL, HENRIEES = E
BTG 1o BATUE A EHE B9 3= E 7 S 284 U AR TAER PLESIA
12 S A 25 1T PR R AL R A2 290 1] 2 [ oA -] b 75 A 2R 76 2

XMAEERTE, KEEPAER AL, DI ERIES N, IEERTA]
DR ELSHZRAGIr, EANIZEIERE AR RIES I 228, Al
HIETREMAEZIRPRCALEA, BT [0] I LRI FELIE ) £ A LIk 22 2 SRl Aok

AREYNARST A NSRRI VR B o NN ¢ =3 T ST P s p B (=B RERES
AN ZTRESRIRIRERAT, PRI I eIk g e AT TR B RIS . FRATIFE20144F i
B TIX R, ANERARRZINE T iPhoneAUEHE; AN B — & —
TRt THSRN LERIFERM R, X2 —MENNES 8rRIE, HREA
e AT SEFRE A IX 2 — A, 20134, 7E3576ECHiZAGH1 T AR
BEALHEH, RE B RAR, mMEZEFEAZ)LE, FEEARE, KAIE
PERBAINE = DA™ E A 75 SRS NS A, 20134, IR T



LTTAR TR, =T 20124ER94I%, T HAE DAHA 77 2T,

PIEA A RERAE A E TR, 70 IR B E =R EEE
FIRETTHIEREES, MITEPHIMEES1ZE BhrgEE NRITHENL, XA LA
EAHIGSEN N Z 2 ERTE O MR AT R SR, Barpy et
LB TERZH,

TR ATFEZEE, BAHERAVERA N K SOEEINE LT IR EH
FBURN R G2 MR U Al AR AT % 5 AR SRS 1, #iR
B2 BT R ARMEAIRTAARESOR L. 1 EEATHER,

RAAGETERELL R A — /A E R R U S B ELEE 35,
(BFRATTAT DA T R AT IR B TR0 5. A 2 ML T B s R A )
RIF2EE, BRI DRI ELE], — BB SO rg, RO
T M B TV ) TR TR 1L o ) AT 9 —— M TR 4t
(BT

s sh 5 WAaRaEsh 7

20134, Tl EAINSAZIUF T I R FR kb B /R0, Fell] T fs,
NS At 52 M A (R (T 7 MBS, BRGHCTE, .
. MEET. . EUE. EARL. HA. BUGEL. Wsfk. mk. o
F. A7, FABSARE, BT REINSAELIESE, HAR, Xt
TR, (HEAA ) S I M S E B NS AR Z .

BUR RIAY RIS SIMBOF A B — A, X2 —EERNFEREES, Tk
FERFR ISR RAF N, BEEARER ERANEN, BRTHEN.
SKBR_ERRARERY, R0 T2 DR AR e R P AN E 1

T RAEREIERERER L, REESIASNSAR AR AT H A &R
RIARE, EEAES, Ffa, NSANEShIIX AR 2 5 dv w72 i
FNHZER, I1Z)E, RBEMAITEREFEZLG TNSA, Ry eEdaE T LA
BB MBNIARRY), REXBUESAKA] LIZZ4FBI,

HTNSAGI T 1 SR AESS, HIRIEE SR F AT AR AAE SRS DA
FESE, BAT 2R N R(EABATE CRIE B)HY AT SUR AT BUR Y RNk
Ea)—FERE

BAN TR ZHEXNIUESS 73T, BUR RIS S M 1% B A



=] 55 e AN 477 BYHAAGE R E N = %4,  EGERIZIE B W RLE R (o TE AN i
HIFAL, MINSARN IZHAYTIXREE G, KM, ToieEENRIEZESMY,
JLPFMCRER RS ER, BUFAEIE 2 RARA R 251, EEEEN
IR EES), XE RGN IZ SRR TNSAMETT, M, MBIINIZ1E
FBIFTEIVAHRHISCRS 1, EHMB AR E EMHE TR TEBER, B4R
P R e AT S A R

IXFAR B BAMNA T EEEERATERERLE, BIMNELEF L=
IS BRI R, B2 H R EFRIVFZ 3BT Mo a) TR s A0 A
e CEA R, HX 2SS —ABREH 7, REMENEEE, HEARZE
FBIFY = E(T%,

20141 H, HRESEGHMNSAKR 7 —IREYF, Hofigd 7 msdEF =
LWL, AR, NSARARRITZASHL - BFIRIITFHL, BAMMRAE R
ML R 2 = Ah8200 7 fEE A R, BEMEEIRIR, MRHESEE SRR RET
A AR A — 25 ORGP R 2 T SRt 75 . ARFBURPA A TR A E T RS
FIESMNZN, RRRE I TSE X — A,

BRI %2 75 16 A 2% 2% ) ) £ 2

19tH 20 J5 HA R — B KRB BUE RS B BUN -5 2N 0 &, P SEORT =i
HBIEARRM, JREFEE - TPERN, SEBERNESIE, Eatst
Evr B HREERFMEIR, RKWE 2T, NEHBEMRERED R EE
ity 23,

[AIEE T, MEEBRF AT BULGHIR N R M ERTUR, S R522]
NEBGGRS, RA] AR S M GO0 IRBET B 5. ZEN IRV ER 57
AN, TRAGEIT, B BTARR R BRI F RS IR, N4
BUR, AENE, HIREMGE S RZ2IBEN, AMARRAANE, I
BWEEBGEIR, A2 ZBEER,

teAh, BRI A 5 Bt 5 EE I8 5 —— R A] DU ERA IR A U
Sr——[At,  ESNIE A Z BB X AEXEIE 1, i BITE R AT A
Iy DE2IPN FRCESIREESR, WrFER R SARRI RS, AR
MERE B A Z RIF X ll, Wik A=A, rTRER4 2K
I][FLIJO

TRE 5 ) [ N2 BT IX AR RN B B AR I



PR XEREFEMRIPRRATTHEY, RELED], RAE30ME
FAEZENIRA ML EERT T, “IIZ BT RO AIEEBOF A2,

2 R EIX A7 R AN R BRI, SRS YA ESuttz th,
FEENETTBOARVE M2 H A an By IE X, TR ERINMIHER), FINEERA
TEREAN, BEAMBTTAAZ 2238, MM AE R AN TRABAHE Z 5 W),
FREERGRIM R, REMBEIAIER TR T, REFIIFOUZIES
IR

BAN TR E AR PUZ A A

fERE, —RINEFIEZEAEIEFE I RIANENES PR, [
IR ER AT T 25 47 RO AN E ROV, 1878 K EHFZE A =TE) (Posse Comitatus
Act) FIH AT LR IE FENS S ENZ 2555, KB AR 1 A BR HI xS
ANESER A BN, FTABNTEE O CFER ERNATEIE HE, flw, &H
TR B R EAT RN ANIE T 20N, ROV IX AR RLNAE B Ak
REAEES

L8 SRRV E T8, TR RIRETNCREGE, AN IXEET TS
HIBRBGERI N, EEE, IXRMEFE]HR. WMRBANTEL S S — M EEHET
FLatiishit, BTN B HAXT ANE B — PR e, A2 SRR R RTS
BB BISE 5T, TR MEA—R/ i, HSRATE MM R H 173,
MRS R TG TR =R RALHE, ST 58 L NS T R Y [
BRIEPRIE,

EERINSA

TNINIFE BCRENSARYRIRAE S 5 HIRARESS 70 0F, HRETTEM L 2SR+
HIf U RFEE N INEEH B ArRIT8) £, O TRIX—HiR, REKTFD
NSA, PREMNNGHI/1LZ B LR R LA HIER DT

AENERTERA— 8RSy, NSAM %% T #X 7 MNEBUR B RIS,
- FHEER RN Z A ST IERIRYG T SO E, itt, ERIZ G TAE R VER, IR R E PR E S AT
g, FHMIZARIEPSE & RR LA L WRTRTT A2 NSARBHE ERIBE AL R,

- NSATEESAE, TR R LBl 75 T IR ERE ) RO B HioR, R EINREIM AT, FEEEZR
HESERBEFEBE(NIST) 2 3 E B8 2 SN — > BRI, e B 12 B HH A P 4% 22 SRR I A A
19874 CH BN 2E) BRRLE nist(2 MFR Y E SR TR ZBOR 2 e bn itk 7y T B 9L H AL, I
EIRENSAHEBRIE E N %2 2555 2 She Bl IR ENNSRIX WA R e G 2 <,

- RERTHEEMIZERE ) MR B FE R EM 28 R S BT, X DHAN ZBAENSARI R RES) (L2 TAO).
T 57 32 E 2% 7] 2 HBHRE A B IZARENSARI K,



X RIzRyTH, ERZ EMRTE, SHFER, BTV IZANSAR) BT
BHIREN1LZ RTHIZKF o XA B S R ERIAT AL,

I =25
204EF, JLEREBUNE 6 MINE BEBEMPEGR, 5Kk, B TEREE,

HA—E3 81, AT E, LM R RR T, BIFLIRZM, HiX
MARIEVE 2 BRI N REES, FHRdRsenit,

SRR 22 ) 5725 [ BUR (A2 -5 BRI [ A Y BRI =F 5, AR — L
PR Z A AR, BREIARATTA] AR RN, SEMATA AR, A
2 BRI HY s B FEFRTF RO st = H B AR

HFRXANREK, W, P ERTDRFRHRAESE E 2k — B HES E N E
SR T B 22 WY [ SR A%, e (] B rEAS K B XA HY [ PR e R —— X R B & [ 4%
ifill FETE AR EE AR —— AT T I B B T8 BRI A 58 L 3R 22 75 A 2t A 5
H EIFRH R T HRF O BRI, 1R ie mirk k2 =20, EAiIr
SR, ARATTARE — P BEARIANE RIS, SORKIABURAEIZ S22 57 P it i 12
Hll A BOMI B BB AR O N, X2 SECEZ R M HE,

EEER L 2 (NSA) IIRiE s FIRE, WMD) X —if, —EE%
HIBUR Sort SE EE BRI _ERY T SHhz, FOY T OARE 2RI, EPEH
T8 < [ PR 38 22 s REGR B EEAEIR N, R RBSGRRY H A E AR A T
FIFERIILRE, 20144F, HPHNENE 7 —IUAR, ZORELEVARD HENFE
PRV, XEH TNSARTEE, (BERPHTBUFRAE ZRERE],

X, BRE AR R, —77m, AmEMA B RNEZEE
RN RBEEZHEFRRIT 2 REIE, 57— J7H, BN R IXLELL
TR AZNSAR I, ZE/DNSAXS HAESEESEN AT DA I YN A — 2R, an
REFEREGEFEEEENEEN RS & L, XERFEREAEH 7, &1
BATTINSASIRBESIHT T, REAMREZA U TCIR AR AR T IR,

BERWIA o _ERYEIRE, A AR TS AR SA T S AR B 2 1 R A [ SR A AT TR B2
—PNERHGAE, ML ENEERBUGWS ANEAZIMNEBUF LA A I RITE D
LA I LS B R B Ao T SO D 2% SR AN S|4 B A0 NS AZREY
H2 2B EERIIR, BANTTRZEERBAIN BH, TR 2R IR RS,
RIG S IR AR SR AT A



M G IR AL OR [t

e A AU BRI R, Tl /AT, Sl AGTIl, Tl sy
RIETAEMRA L, TRABIEERIE XM ASFAR, 1B L, FiEiR
AR TR SR B U A BRSSO
255 b YA,

BA AR E G BANAELAR S, R IR R % 0k — 4,
LN A TAEMIERDG - FESR P BRI, FATERIRET, SRAERE
P ER——EZTROT B CHEIRE LIRR, BATTHCE R 17, 2R, JAPMRERE
R P VFRI PR, BATFEES A XA, BRABNTAE TS E, A AR
A EREIX— R,

NHEAEESRER, KAERNEL MR Z B BE2 5 XS,
fEEE, BBERRIPAHZMNEICE B, HMREREA L iR
FATH REREAEM TEEM, FABER VRN R, XERFEANE
ATBNERA. R, InstagramBUE A HZRAIF IR, WAEH TIAEH =W
uh EARFRATPEIE, BIEX LRI AT A BRAY,

FEHERMIEEZ W], AT IRIRIZRAE — I Usenet 77 #EATHY, X
B NEPMERIRSE, H R AT DA ERERIS, WEREVIT 2, BEE
eI RN e B A5, XREBER T,

BATFE G _EAZRANSE IR A7 — PR AU T ZZagt . &
RHHETT . PUNEIHETT . ENTA] DU BURERERY, Wrl DU EVEER), FHARIK
HIRIPRs AT TN B IE R AT, SR BAS A Al A TCHF X BI RF A R SR i
B AIZERMN], ATREFEAIZER AT EAE & s AR 2%
K,

TICRRTTRZN 2, REMENIE I EREE, BAIMIZA TS
REANHEM 28 S RIP IR LA e,



14
A E S

APAINEA RS, M R IR GRS, BEZEAR I E,
TEWCERATATH R 17 VL TATERREIRISRYLF AL AN (ER, 3X2 DARTAS AT RERY:FE T
PRI SR AL B 370, IR ERSE T AW YES, RIERRS
R WEE L REIR IS T 5 IR FKAYRE ), IR IR UEIRSR T AT NG 1 IRYRES), S5
EAEATHET BIET A RIRSEERIRE )], ARIESZEEZHIN A, BEEMBLIHE
AL H, KR N e IRy S A B, H AP IR OR IR B ROE TH AL
HBE, MR ICEAMHEM T 20 AR TATHIAREK, XDAKFEWH 71k
BANTHIETS B3R, BRI R TS,

[FIRE, RGBSR R G IMER . ERIXATHIRER T A B AR
FERORHIBHREE £, ERNIF0CE, SRGEAIFTA iR 7 ERILHE, %
REFATREBER, BHA S, HEWMERE RIS, HHWERZITAE
i A SR R BAE RR (5 S R 2 Y BN & A S U R | 5 A S8
TSR P RIE B 22 AR B TR IS BB, WERVA BN, A RTRES HiX A,
S, BEHATE, BOREMER BRI AR, AEAWRAES A, EEK
K, SRS LT,

BT A R R HIZ LXK L, FATRASRTEA R = H I 2
FERIRBH, ARDE TR RETS AR OUIRLE 3= 2Ry AR R, FRAT] 7R RS TR S ¥
PORFEETIX LRSS, X EE R, IREET R AT, FiEH
TSI BAN BRI ORATAFE AR, [RIRPREfE F R 2R A,

HIRZMRR AR, 1980FEMA S HSRANEZL Z — MRIF IR S, B
FIH T BRI, BUEEEFEGEEEE AT mrIRE . 19954, BREEE 17 (RRE
Bamtrira<) , e ANBHRERT TAE, SR 7 REERGZ A
AR EE R, AW SBONEERLZ AR, HENEE e T Ses, f#
RRUNTERE S BURBOR IR R R

AT AR OTT RAR R AR AR, XA R =
RPN TIHRNE, (R = Z2NEENHED), IXHSR BUN T Z I HG
R, JXAE



s

TurnsE PR B2 RFEEZESRBUF IV SERITER, K ElImAas, e
X —F A,

LR i o BURA i 5 67 51
BN A M) — R P R LA R A IR 1 5,

EANVAEARWFE AT G, ERXAE S, BTGRP A T SR A R
FHIBERRI A, RHIUEMIIAZ 2R, DA AT TR B BRI MEL
Hil, N ZERRARMRK, BT —E3EH ATFREMIT N —— a5
(target) —— BV & B, {EEALAE TR BUFZ 2RI ARESN L, EHIEZH
RV PRIV EARXNER — X —RHIFR, HERBATEEE
AL, A AR

OECD Privacy Framework (1980)

COLLECTION LIMITATION PRINCIPLE: There should be limits to the collection of personal data and
any such data should be obtained by lawful and fair means and, where appropriate, with the knowledge
or consent of the data subject.

DATA QUALITY PRINCIPLE: Personal data should be relevant to the purposes for which they are to
be used, and, to the extent necessary for those purposes, should be accurate, complete and kept up-to-
date.

PURPOSE SPECIFICATION PRINCIPLE: The purposes for which personal data are collected should
be specified not later than at the time of data collection and the subsequent use limited to the fulfilment
of those purposes or such others as are not incompatible with those purposes and as are specified on
each occasion of change of purpose.

USE LIMITATION PRINCIPLE: Personal data should not be disclosed, made available or otherwise
used for purposes other than those specified in accordance with Paragraph 9 except: a) with the
consent of the data subject; or b) by the authority of law.

SECURITY SAFEGUARDS PRINCIPLE: Personal data should be protected by reasonable security
safeguards against such risks as loss or unauthorized access, destruction, use, modification or
disclosure of data.

OPENNESS PRINCIPLE: There should be a general policy of openness about developments, practices
and policies with respect to personal data. Means should be readily available of establishing the
existence and nature of personal data, and the main purposes of their use, as well as the identity and
usual residence of the data controller.

INDIVIDUAL PARTICIPATION PRINCIPLE: Individuals should have the right: a) to obtain from a data
controller, or otherwise, confirmation of whether or not the data controller has data relating to them; b)
to have communicated to them, data relating to them i. within a reasonable time; ii. at a charge, if any,
that is not excessive; iii. in a reasonable manner; and iv. in a form that is readily intelligible to them; c) to
be given reasons if a request made under subparagraphs (a) and (b) is denied, and to be able to
challenge such denial; and d) to challenge data relating to them and, if the challenge is successful to
have the data erased, rectified, completed or amended.

ACCOUNTABILITY PRINCIPLE: A data controller should be accountable for complying with measures
which give effect to the principles stated above.

This is because most of the cost of privacy breaches falls on the people whose data is
exposed. In economics, this is known as an externality: an effect of a decision not borne
by the decision maker. Externalities limit the incentive for companies to improve their
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US Consumer Privacy Bill of Rights (2012)

INDIVIDUAL CONTROL: Consumers have a right to exercise control over what personal data
companies collect from them and how they use it.

TRANSPARENCY: Consumers have a right to easily understandable and accessible information about
privacy and security practices.

RESPECT FOR CONTEXT: Consumers have a right to expect that companies will collect, use, and
disclose personal data in ways that are consistent with the context in which consumers provide the
data.

SECURITY: Consumers have a right to secure and responsible handling of personal data.

ACCESS AND ACCURACY: Consumers have a right to access and correct personal data in usable
formats, in a manner that is appropriate to the sensitivity of the data and the risk of adverse
consequences to consumers if the data is inaccurate.

FOCUSED COLLECTION: Consumers have a right to reasonable limits on the personal data that
companies collect and retain.

ACCOUNTABILITY: Consumers have a right to have personal data handled by companies with
appropriate measures in place to assure they adhere to the Consumer Privacy Bill of Rights.

MAKE DATA COLLECTION AND PRIVACY SALIENT

We reveal data about ourselves all the time, to family, friends, acquaintances, lovers,
even strangers. We share with our doctors, our investment counselors, our psychologists.
We share a lot of data. But we think of that sharing transactionally: I’m sharing data with
you, because I need you to know things/trust you with my secrets/am reciprocating
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IR 2 ME S 3UE E PR BRI & REX ZHL:

1. Reaffirm support for a global framework of Fair Information Practices that places obligations on
those who collect and process personal information and gives rights to those whose personal
information is collected;

2. Reaffirm support for independent data protection authorities that make determinations, in the
context of a legal framework, transparently and without commercial advantage or political influence;

3. Reaffirm support for genuine Privacy Enhancing Techniques that minimize or eliminate the collection
of personally identifiable information and for meaningful Privacy Impact Assessments that require
compliance with privacy standards;

4. Urge countries that have not ratified Council of Europe Convention 108 together with the Protocol of
2001 to do so as expeditiously as possible;

5. Urge countries that have not yet established a comprehensive framework for privacy protection and
an independent data protection authority to do so as expeditiously as possible;

6. Urge those countries that have established legal frameworks for privacy protection to ensure
effective implementation and enforcement, and to cooperate at the international and regional level;

7. Urge countries to ensure that individuals are promptly notified when their personal information is
improperly disclosed or used in a manner inconsistent with its collection;

8. Recommend comprehensive research into the adequacy of techniques that deidentify; data to
determine whether in practice such methods safeguard privacy and anonymity;

9. Call for a moratorium on the development or implementation of new systems of mass surveillance,
including facial recognition, whole body imaging, biometric identifiers, and embedded RFID tags,
subject to a full and transparent evaluation by independent authorities and democratic debate; and

10. Call for the establishment of a new international framework for privacy protection, with the full
participation of civil society, that is based on the rule of law, respect for fundamental human rights,
and support for democratic institutions.
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